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64 ANNALS, AAPSS, 607, September 2006

Radical separatists based in the North Caucasus have
the motive and are seeking the means to commit an act
of nuclear terrorism as well as allies to help them carry
it out. Their proximity to insufficiently secured Russian
nuclear facilities and their contents makes the prospect
of nuclear terror in Russia very real. This article
assesses the magnitude of this threat, considers possible
attack scenarios, and suggests ways to reduce the likeli-
hood of a catastrophic attack on Russian soil.

Keywords: Russia; Chechnya; Caucasus; radical sepa-
ratists; nuclear terrorism

The 2004 Beslan raid demonstrated that net-
works of radical separatists based in the

North Caucasus are willing and able to inflict
indiscriminate casualties in Russia.1 By staging
such a horrendous attack—killing 331 people,
half of them children—the radical separatists
crossed the moral threshold between conven-
tional and catastrophic terrorism.2

Meanwhile, the security at many of Russia’s
civil nuclear facilities remains insufficient to
withstand an infiltration by a well-organized ter-
rorist group. Radical separatists have been actively
seeking weapons of mass destruction (WMD)
and related technologies needed to stage acts of
catastrophic terrorism.

The confluence of these two trends suggests
that the likelihood of a nuclear terrorist attack in
Russia is growing. This article assesses the mag-
nitude of the threat. I begin by outlining flaws
in the Russian nuclear security system. I then
identify those groups within the networks of
the North Caucasus–based extremists that have
the capability and motive to commit acts of cat-
astrophic nuclear terrorism against Russia.
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After considering some possible attack scenarios, I conclude that radical separatists
are more likely to commit a catastrophic nuclear terrorist attack, as opposed to
relying on conventional methods. And the likelihood of such an attack will con-
tinue to increase unless Russian leaders act now to improve security at nuclear
facilities, minimize insider threat, uproot corruption, end law enforcement abuses,
and keep potential attackers on the run.

Russian Nuclear Security

The disintegration of the Soviet Union left forty thousand nuclear weapons,
more than one thousand metric tons of nuclear materials, vast quantities of
chemical weapons and biological materials, and thousands of missiles scattered
across several independent states (U.S. Department of Energy 2001). Of the for-
mer Soviet republics, Russia, Ukraine, and Kazakhstan faced the biggest chal-
lenge, as the largest portions of this deadly arsenal were concentrated on their
soil. Frantic efforts by the Russian and U.S. governments, coupled with the good-
will of other former Soviet states, have brought most of these hazardous stock-
piles to Russia for storage and disposal.

Initially, a rather decentralized and weak Russia was not prepared to safeguard
the stockpiles accumulated by the totalitarian Soviet regime. The Soviet Union
took pains to maintain a strong second line of defense against the proliferation of
nuclear, biological, and chemical materials by making its borders impenetrable
from within and without. Such an approach, they believed, left no need for robust
security at the Soviet nuclear facilities as no thief could have found a buyer for
highly enriched uranium (HEU) inside the country and then smuggle the mate-
rial across the Soviet border.

But a democratic Russia cannot build another Iron Curtain. Instead, Russian
authorities have focused on strengthening the country’s first line of defense—
security perimeters at nuclear facilities. The past decade has seen considerable
improvement in security at the Defense Ministry’s nuclear facilities as Russian
authorities came to view the threat of terrorism and proliferation seriously.
Acknowledging the scope of this danger, Russian policy makers have defined ter-
rorism as one of the country’s major threats both in Russia’s January 2000
National Security Concept and April 2000 Military Doctrine. Since that year, the
Russian parliament has also passed a series of bills to toughen the punishment for
terrorism and boost the ability of law enforcement agencies to deter and prose-
cute terrorists. But an unacceptable gap exists between rhetoric and reality when
it comes to tackling the threat of nuclear terrorism in Russia.

The government has yet to focus sufficiently on securing facilities that pro-
duce, process, and store nuclear materials. A sizeable portion of even those
nuclear facilities—where warheads are stored or handled—have yet to undergo
U.S.-funded security upgrades to the level recommended by Material Protection,
Control, and Accounting (MPC&A) standards.3 Beyond these warheads, only a
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small portion of weapons-grade materials is stored at facilities that have undergone
comprehensive upgrades.4 The security culture also remains too weak, with guards
patrolling with unloaded guns to avoid accidental firing, propping up doors for
convenience, and turning off detectors when annoyed by false alarms (Bunn and
Wier 2005).

Russia’s so-called second line of defense also remains insufficient, as only a
fraction of Russian customs and border posts are equipped to detect nuclear
materials. Meanwhile, long stretches of the country’s borders with former Soviet
republics remain porous. As a result of insufficient security, several cases of theft
of HEU and weapons-grade plutonium and dozens of cases of theft of nuclear
materials have occurred at the country’s nuclear facilities since 1991.

Despite this pattern of security lapses, the Russian government has been
unwilling to fully fund efforts to ensure that all of its weapons-grade and other
nuclear materials are made inaccessible to terrorists as soon as possible. This
stems, in part, from the perception that the United States and other donors would
refrain from downscale nonproliferation assistance if Russia started to contribute
substantially more of its own funds. Russian agencies have also declined proposals
by the U.S. government and other foreign organizations to expand the scope of
their security upgrades, arguing that some of the facilities containing warheads
and weapons-grade materials are top secret and, thus, off-limits to foreigners.

At some level, the failure to secure and account for all Russian nuclear mate-
rial may be a cognitive one. Some of Russia’s policy makers and top bureaucrats
actually believe that the country’s nuclear weapons are already safely locked
away; security in the form of armed guards and fences is sufficient for civil
nuclear facilities. They think that Russia’s security services and law enforcement
agencies will be able to foil any assault on nuclear facilities and catch any attempt
to sell HEU or weapons-grade plutonium. More important, they think that
Russia will face no imminent threat of nuclear terrorism even if terrorists do
obtain nuclear materials, as they lack the expertise required to build an atomic
bomb. All of these illusions are widespread enough to make bureaucrats auto-
matically reject evidence to the contrary and suppress potential whistle-blowers
within Russia’s nuclear hierarchy.

Agents of Terror

As stated at the outset, networks of radical separatists in the North Caucasus
have already demonstrated the desire to inflict massive indiscriminate casualties.
The members of these groups have been responsible for most of the large-scale
terrorist attacks in Russia thus far, so a review of their capability to commit cata-
strophic terrorism is worthwhile.

The situation in this volatile region is increasingly disturbing. Once based in
Chechnya and adjacent territories, networks of radical separatists, militant
Islamists, and other ideologically driven extremists have spread across most of the
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North Caucasus and beyond. Every republic in the North Caucasus, including
the largely Orthodox Christian North Ossetia, is now home to actors of terror and
insurgency, and they readily enter into alliances with outside networks.

Separatist capabilities

Of all groups plotting and executing acts of terror in Russia, Chechnya-based
terrorist groups have the strongest capabilities to acquire and use WMD materi-
als and devices.

In addition to having well-trained fighters, the separatists enjoy the potential
advantage of collaborating with terrorist networks outside of Russia and Chechen
organized criminal groups inside the country.5 The latter groups operate in many
major Russian cities. In some instances, natives of Chechnya and other republics
involved in ethnic crime rings outside the North Caucasus have returned to their
homeland to fight on the separatists’ side or vice versa. Such gangsters can poten-
tially take advantage of established criminal channels to help the North
Caucasus–based radical separatists acquire nuclear, biological, or chemical com-
ponents and organize terrorist acts.6 Some organized crime gangs and terrorist
groups have already begun to merge. In one instance, an alleged Chechen crim-
inal was even found to have access to so-called “closed settlements” inhabited by
the personnel of a Russian nuclear production facility (Avdeyev 2002).
Investigations of the Dubrovka theater hostage taking and other suicide attacks
revealed that members of these North Caucasus–based terrorist groups do not
hesitate to solicit logistical and other assistance from rogue or unsuspecting
natives of their home regions living in Moscow.

Chechnya-based radical separatists have acquired radioactive materials, plot-
ted to hijack a nuclear submarine, and attempted to put pressure on the Russian
leadership by planting a container with radioactive materials in Moscow and
threatening to detonate it (Gladkevich 2002). Their most stunning plot yet was
uncovered in January 2002, when federal troops found the late Chechen presi-
dent Dzhokhar Dudayev’s personal archive. The archive contained a detailed
plan to hijack a Russian atomic submarine, calling for seven Slavic-looking fight-
ers to seize a submarine from the Russian Navy’s Pacific Fleet sometime in 1995
or 1996 and coerce Moscow into withdrawing troops from Chechnya.7 Dudayev’s
archive also contained plans to blow up installations at nuclear power stations,
military airfields, and oil refineries (Anonymous 2002d). These incidents occurred
in 1994 to 1996, during Russia’s first military campaign in Chechnya. During this
period, the separatists felt so overwhelmed and outmanned that they must have
calculated that only acts of catastrophic terrorism could deter Russian forces or
force Russia to cede Chechnya.

After a brief period of Chechnya’s de facto independence, Russia’s second
campaign began in the fall of 1999, and it continues to this day, although large-
scale fighting has subsided and separatists mostly stick to guerilla tactics. During
this second phase, Chechnya-based radical separatists have planted explosives in
tanks filled with chemical substances, scouted Russian nuclear facilities, and
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established contacts with an insider at one such facility (Anonymous 2002c).
Chechnya-based radical separatists have also stolen radioactive metals from a
nuclear power plant (Walsh 2002).8 Although the campaign’s active military phase
ended years ago and the conflict is currently in a low-intensity phase, groups
based in Chechnya and elsewhere are developing plans that target the Russian
military’s nuclear arsenals, according to Russian intelligence briefs.9 And as in the
first campaign, the separatists have attempted to acquire and use nuclear, bio-
logical, and chemical weapons, as it became increasingly clear that neither acts
of conventional terrorism nor guerilla warfare would coerce the Kremlin to
start political negotiations with the perpetrators, let alone cede Chechnya. Two
“reconnaissance and sabotage groups” of Chechen rebels “displayed interest” in
how nuclear arms are transported across Russia in 2001.10 The following year, a
member of a special unit guarding the Kalininskaya nuclear power plant was
detained on the suspicion that he may have supplied information about this facil-
ity to Chechen rebels. Chechen-based groups subsequently planned at least two
more attempts to access nuclear facilities in 2002 and 2003, but those attempts
were foiled.11 In 2005, Russian intelligence indicated that terrorist groups based
in Chechnya and elsewhere are developing plans that target the Russian military’s
nuclear arsenals and other nuclear facilities.

There is no credible, publicly available information that Chechnya-based
groups of jihadists and separatists presently possess either a nuclear bomb or
expertise to assemble one. But this does not mean that these groups or their
allies—such as al Qaeda or a Taliban-like regime—will not be able to acquire
nuclear weaponry expertise in the future. The Taliban sought such expertise.12

Al Qaeda has tried to acquire a ready-made nuclear bomb or to develop one and has
considered striking a deal with members of Russian organized criminal groups
(Gertz 2002). Chechnya-based terrorist leaders can also hope that al Qaeda,
which maintains ties with the Islamist strain of radical separatists in the North
Caucasus and has had Chechen members, will supply them with nuclear weapons
for the “jihad against the Russian infidels” if it manages, for instance, to topple
the government of Pakistan.13

Separatist motives

Chechnya-based radical separatists are becoming more and more inclined to stage
acts of catastrophic nuclear terrorism against Russia. Before October 2002, they
believed that even one successful conventional attack could tie the hands of Russian
commanders. The first Chechen war set a precedent suggesting that conventional
attacks could push Russia out of Chechnya and enable the separatists to establish an
independent state—as long as the attacks were highly publicized and caused “suffi-
cient” damage. This belief faded away after authorities refused to yield to political
demands of terrorists who seized the Moscow theater and the Beslan school. In the
wake of the former attack, President Vladimir Putin vowed that “Russia will make no
deals with terrorists and will not give in to any blackmail” (Bullough 2002). Russian
legislation now prohibits political negotiations with terrorists.
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Even before Beslan (and after Dubrovka), such a relatively moderate separatist
as the rebels’ London-based envoy, Akhmed Zakayev, was saying that the radicals
might seize a nuclear facility. “We cannot exclude that the next such group takes
over some nuclear facility,” Zakayev said after the Dubrovka hostage-taking
drama in Moscow ended (Bryanski 2002). And after Beslan, Chechnya-based
radical separatists may increasingly view catastrophic nuclear terrorism as one of
the few remaining options—after seeing that “conventional” terrorist attacks fail
to meet their political objectives.

In the wake of the Beslan attack, Chechen warlord Shamil Basayev said in an
ABC news interview he is seeking “new ways,” in what appears to be a veiled
threat to attempt an act of catastrophic proportions. “We are always looking for
new ways. If something doesn’t work, we look for something else. But we will get
them,” the warlord said. In the July 2005 interview, Basayev vowed to “do every-
thing possible” to end the second Chechen war. “I am trying not to cross the line.
And so far, I have not crossed it,” said Basayev, who ordered the planting of
radioactive containers in Moscow and who has threatened to resort to WMD terror
in the past. Basayev poses the gravest known threat when it comes to the possi-
bility of nuclear terrorism in Russia.

Separatist allies

In addition to these separatists, the North Caucasus has been home to other
groups that resort to political violence, such as avengers seeking revenge for gov-
ernment abuses. The region is also home to dozens of organized crime groups,
which sometimes resort to terrorist tactics, such as bombing cars and buildings
and the assassination of “unfriendly” officials. The lines between these groups are
often blurred. And while avengers and organized criminals have no interest in
WMD terrorism, they would be instrumental in acquiring such weapons on
behalf of Chechnya-based radical separatists.

In addition, some groups both inside and outside the North Caucasus believe
that a holy war against the infidels is not just a slogan, but also a lifetime duty.
These groups might be increasingly inclined to ally with radical separatists and
resort to WMD terrorism as they, too, deem conventional tactics unsuccessful.
Such actors have emerged all over the North Caucasian republics.14

In Dagestan, militant salafis (Islamists who stand for Salafiyya, or pure Islam)
have already demonstrated a willingness to resort to indiscriminate terrorist attacks.
In September 1999, they carried out the first in a series of deadly apartment build-
ing bombings in Russian cities, which preceded the second Chechen war. Sixty
people died in the attack, staged in the Dagestani city of Buinaksk (Abdullaev
2001). They also bombed the Victory Day parade in Kaspiisk on May 9, 2002,
claiming the lives of forty-three Russian servicemen and civilians and wounding
more than two hundred.15 Dagestani salafis have maintained especially strong ties
with Chechen counterparts. The republic has also become one of the primary bases
of avenger networks; one such network, Jenet, has killed dozens of policemen,
prosecutors, and security agents in a series of assassinations in Dagestan.
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In Ingushetia, local cells of militant salafis are an increasingly potent force.
They participated in a June 2004 raid in which groups of Chechen and Ingush
extremists launched simultaneous attacks on police and military installations in
Ingushetia and in the Beslan hostage taking. Continuing guerilla and terrorist
attacks in Ingushetia demonstrate that the local networks—which had been ini-
tially perceived as a branch of the Chechen groups—have developed into full-
fledged independent networks with their own agenda and leaders.

Karachaevo-Cherkessia has seen the emergence of one of the deadliest and
most motivated jihadist groups in the region, Muslim Society No. 3 (Saradzhyan
2004). Russian prosecutors have accused members of this group and its leader,
Achemez Gochiyaev, of having organized and carried out the apartment bomb-
ings in Moscow and Volgodonsk in 1999. Despite several arrests and Gochiyaev’s
departure, the group has continued to operate, with its members accused of hav-
ing organized two suicide bombings in the Moscow subway and the bombings of
two airliners in 2004.

[W]hile avengers and organized criminals have
no interest in WMD terrorism, they would be
instrumental in acquiring such weapons on

behalf of Chechnya-based radical separatists.

In Kabardino-Balkaria, local militant salafis have staged numerous attacks and
assassinations, some of them attributed to the local militant organization Jamaat
Yarmuk. There, the violence culminated in a multifront offensive in the repub-
lic’s capital, Nalchik, on October 13, 2005, which left more than one hundred
people dead.

In Tatarstan and Bashkortostan, the Muslim republics of Russia’s central Volga
region, militant salafi cells have also been active. Envoys of Chechnya-based reli-
gious radicals were actively recruiting Tatar and Bashkir youth to attend terrorist
training camps in Chechnya during its de facto independence in 1996 to 1999.
Some of the recruits studied at the radical Yildyz madrassa in Tatarstan, partici-
pated in terrorist attacks in Tatarstan, and even traveled as far as Afghanistan to
live under the Taliban regime.16

Elsewhere in Russia, agents of the North Caucasian militant salafis have been
recruiting and converting ethnic Slavs. Ethnic Slavs arouse less suspicion in the
eyes of Russian police, who routinely engage in racial profiling. One such convert
is Pavel Kosolapov, who helped to arrange the February 6, 2004, suicide bombing
of a subway train in Moscow, in which some forty passengers perished.17 He also
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helped to destroy four gas pipelines and set mines under three electric gridline
poles outside Moscow. Another convert, Maksim Panaryin, was arrested by Russian
police on the suspicion that he helped to organize the bus stop bombings in Voronezh
in 2004 and was planning to stage another terrorist attack there on Victory Day
on May 9, 2005 (Anonymous 2005b). He has also been identified by the Federal
Security Service (FSB) as a key member of a terrorist group responsible for the
suicide bombings outside Moscow’s Rizhskaya metro station, and on the train
heading to the Avtozavodskaya metro station in 2004.18

Possible Attack Scenarios

Having demonstrated that Chechnya-based radical separatists and some of
their allies are both capable and motivated to attempt acts of catastrophic nuclear
terrorism, we can only imagine how they would take advantage of flaws in Russia’s
existing nuclear security system.

In one scenario, radical separatists could hire organized criminals to either
bribe or coerce personnel at a nuclear facility to steal weapons-grade material or
spent nuclear fuel. The terrorists may pose as members of organized crime
groups seeking to profit from selling these materials, to keep the suppliers in the
dark about their deadly plans. They could also try to steal nuclear materials dur-
ing transport, as there have been cases when such material disappeared during
transit or in the process of being prepared for shipment (Kuznetsov 2003;
Vishnevsky 2001). Even though Chechnya-based separatists are not known to
possess the expertise to build an atomic bomb with stolen weapons-grade mate-
rial, they still can pack the spent fuel with explosives and then deploy it in several
containers in Moscow or another major Russian city. A dirty bomb made with
fifty kilograms of spent fuel packed around forty-five kilograms of conventional
explosives could kill hundreds, if not thousands, although many of the deaths
would occur weeks and months after from radiation exposure (Kitfield 2001).

Another scenario could include an attempt to sabotage a nuclear facility, such
as a power plant or research reactor. Radical separatists might place their agents
as insiders at the facility; take hostages; plant explosives at a nuclear storage facil-
ity, reactor, or arsenal; and then try to coerce the Russian leadership into pulling
troops out of Chechnya. In addition to immediate casualties, an explosion of a
nuclear reactor would have long-term effects on the health of thousands, if not
tens of thousands, of people given that up to four million people reside in a total
of fourteen hundred settlements located within thirty-kilometer zones around
Russian nuclear power plants and in the immediate vicinity of other nuclear fuel
facilities.19 Such an explosion would have a psychological impact as great—if not
greater—than that caused by a dirty bomb attack.

It is important to bear in mind that sabotaging modern nuclear reactors, which
feature redundant safety functions, would require profound know-how, including
knowledge of which equipment would need to be destroyed to cause a reactor
meltdown and where it is located (Bukharin 1997). There is no firm evidence that
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Chechnya-based radical separatists have such knowledge, although they may be
trying to obtain it. In October 2002, a Kalininskaya nuclear power plant guard
was arrested on the suspicion that he may have established contacts with
Chechen separatists.

In the worst-case scenario, Chechnya-based radical separatists could use the
same technique to try to hijack a submarine with nuclear warheads on board or
seize atomic demolition munitions en route to a facility to force the Kremlin’s
hand. An explosion of a nuclear warhead in a city would immediately kill hun-
dreds of thousands and would send panic waves across the globe.20 Fortunately,
this scenario is the least probable, as nuclear weapons are accorded the highest
security. Additionally, defense, security, and law enforcement agencies screen
candidates before clearing them to guard such facilities.

Conclusion

The Russian government is striving continuously to increase security at its
nuclear facilities with the West’s technical and financial assistance. These efforts
decrease the opportunities for personnel and outsiders to steal nuclear materials
and weapons each year. Meanwhile, Russian armed forces and law enforcement
agencies are keeping radical separatists on the run in Chechnya and other parts
of the North Caucasus, trying among other things to decrease their ability to plan
and execute acts of catastrophic nuclear terrorism. These efforts are slowly pay-
ing off in Chechnya, where seek-and-destroy operations using local loyalists have
damaged separatist capabilities.

Chechen separatist leaders are becoming
increasingly frustrated with their failures to

win Chechnya back. . . . As their frustration
increases, so does their motivation to attempt

an act of nuclear terrorism.

While these efforts have decreased the Chechnya-based radicals’ capabilities
to stage acts of nuclear terrorism, they have also increased their motivation to
commit such acts. In their zeal to crush militants, Russian police and troops have
applied indiscriminate use of force and harassed Muslims who stand for Salafiyya
but reject violence. As a result, these victimized individuals become easy prey for
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terrorist and extremist recruiters, and networks of militant salafis have spread to
virtually every republic of the North Caucasus. This offers Chechnya-based rad-
ical separatists a variety of opportunities to strike tactical and strategic alliances
when plotting terrorist attacks. Furthermore, their motivation increases as radi-
cal separatists realize that they are failing to avoid marginalization inside
Chechnya. Chechen separatist leaders are becoming increasingly frustrated with
their failures to win Chechnya back by means of conventional warfare, conven-
tional terrorism, or peace talks. As their frustration increases, so does their moti-
vation to attempt an act of nuclear terrorism.

The argument that separatist leaders have not exercised this option in the past
because it is too hard to acquire and assemble the components for a dirty bomb
is difficult to believe. It is also difficult to believe that they have refrained from
nuclear terrorism because they believe such an act would be morally reprehensi-
ble. It may be the case that the separatist leaders are disheartened by the state’s
refusal to bow to radioactive blackmail in the past, as was the case when Basayev
threatened to detonate a container with radioactive materials in 1995. Moreover,
Basayev’s failure to keep his word and detonate his crude radiological bomb back
then may have indicated that he and other radical separatist leaders would fail to
back their WMD rhetoric with action, fearing an overwhelming and devastating
response from Moscow.21 Since then, however, the Chechen jihadists and radical
separatists have gone underground and dispersed to operate in decentralized
networks, leaving no return address for such a response.

It may also be the case that Basayev and other terrorist leaders have refrained
from attempts at nuclear terrorism because they doubt whether the explosion of
a radiological bomb would cause “sufficient” casualties and destruction to intim-
idate Russia into withdrawing from Chechnya and the North Caucasus.22 

These doubts would disappear if the radical separatists acquire what they and
the government believe to be a workable nuclear bomb, leading to a Russian
withdrawal. It is only a matter of time before either Chechnya-based radical sep-
aratists or their allies in foreign terrorist networks acquire such expertise and sup-
ply the last link in the deadly chain of nuclear terror. The risk of such a
development is too lethal to ignore.

Russian authorities need to keep these implacable radical separatists and terror-
ists on the run, but at the same time they need to tame abuses in the law enforce-
ment system that generate resentment, prompting victims and their relatives to
take up arms against the government in revenge, as demonstrated by groups of
avengers operating in the North Caucasus. As important, Russian authorities need
to design and implement a sustainable set of measures to prevent thefts and force-
ful seizures of weapons-grade materials. These thefts have happened in the past
and may happen again if Russian authorities do not act to ensure adequate security
at all nuclear facilities and deny radical separatists the opportunity to assemble and
detonate a nuclear weapon. This requires strengthening Russia’s first and second
lines of defense, as well as retraining redundant personnel, shutting down excess
facilities, and concentrating HEU and plutonium at the best-guarded locations.
The U.S.-Russian plan conceived at Bratislava is a major step in the right direction,
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but that plan will not be fully implemented until 2008 (if all goes as according to
schedule), almost two decades after the dissolution of the Soviet Union.

Russia needs to fund all of these upgrades and reforms out of its own coffers.
Otherwise, the Kremlin will not succeed in fulfilling its ambition of becoming an
equal partner in the field of international security in such forums as the G8 and
beyond.

However, no matter which country funds the building of lines of defense
around Russian facilities, borders, and key terminals, these efforts will prove
futile unless the security culture improves and nefarious insiders are winnowed
out. Russian agencies must be cleansed of corrupt or disloyal officials who pro-
vide safe passage to terrorists for material gain or ideological reasons.

Notes
1. The nature and motivation of conventional guerilla and terrorist networks operating in the North

Caucasus vary greatly. These include groups and individuals who fight for the establishment of an Islamic
state in parts of the entire North Caucasus and groups and individuals who fight for a secular independent
state of Chechnya or larger parts of the North Caucasus. For purposes of clarity, I refer to these groups as
radical separatists. The line between these networks is often blurred, and some members switch from one
to another. There are groups that use violence against authority and enter into alliances with radical sepa-
ratists but do not fit the criteria of radical separatists, such as organized crime groups and groups of avengers,
which seek revenge for abuses by law enforcement and other government agencies.

2. I define an act of catastrophic terrorism as a terrorist attack involving the use of nuclear, biological,
or chemical materials, weapons of mass destruction (WMD), or conventional techniques that kill a signif-
icant number of people (one thousand or more).

3. The United States has so far provided security for forty-eight of the eighty-five nuclear warhead stor-
age and handling sites slated for upgrades, but there could be dozens more sites that the two sides may
never agree to work on (Robbins and Cullison 2005). Matthew Bunn believes that this estimate is overly
optimistic, as most of the forty-eight sites have undergone only rapid upgrades, not comprehensive
upgrades, and hence cannot be considered “state of the art” security (personal communication, January 14,
2006). There are obviously more than just these eighty-five facilities that store or process warheads in
Russia, and it remains unknown how many of the remaining sites need security upgrades.

4. Some five hundred of the estimated six hundred tons of potentially vulnerable weapons-usable
nuclear material outside of nuclear weapons in the former Soviet Union are in the defense complex run
by Russia’s Rosenergoatom, and as of the end of fiscal year 2004, comprehensive upgrades had been com-
pleted on no more than 12 percent of this material (Bunn and Wier 2005).

5. The Chechen organized crime groups remain among the largest and most influential in the Moscow
area. But even those ethnic Chechens who were not identified by police as members of organized crime
groups would help their compatriots plotting terrorist attacks. In October 2004, Russian media reported
that Ruslan Elmurzayev, an ethnic Chechen and an employee of a Moscow bank, was one of the main orga-
nizers of the Dubrovka theater attack and that it was financed through loans from his bank. Citing sources
close to the investigation, the Izvestia newspaper reported that Elmurzayev had provided funds to pur-
chase the minibuses that the attackers drove to the theater, as well as to house them and to buy forged
passports. The Moscow City Prosecutor’s Office has identified Elmurzayev, who headed the economic
security department of Prima Bank, as one of two organizers of terrorist attacks in Moscow in the fall of
2002, including the Dubrovka hostage taking on October 23 (Schreck 2004).

6. The Federal Service of Tax Police estimated that most of the financing for Chechen rebels comes from
Chechen organized criminal groups, which controlled more than two thousand private companies and banks
across Russia in 1999. Rossiiskaya Gazeta quoted the deputy director of this service, Aslanbek Khaupshev,
on November 20, 1999, as saying that dozens of companies that Chechens control in Moscow alone were
involved in laundering money, some of which went to finance Chechen separatism. One scheme provided for
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oil to be shipped from primitive refineries in Chechnya to be illegally sold through a firm in neighboring
Dagestan. The refineries were owned by Chechnya-based warlords Shamil Basayev and Khattab. By the end
of 1999, the tax police had ruptured “illegal channels of financing” that were set up by Chechen organized
crime groups in the Primorskii Krai, Astrakhan, Novgorod, and Lipetsk regions. The police also exposed
twelve companies owned by so-called Wahhabis (Russian officials often incorrectly refer to all militant
salafis as Wahhabis) in Karachayevo-Cherkessia (Borisov 1999).

7. The archive was found in the Chechen village of Starye Atagi on January 4, 2002. Detailed military
maps of Primorskii Krai, where the Pacific Fleet has bases, were found along with the plan. Moreover, the plan
specifically provided for taking a nuclear warhead from the hijacked submarine to Chechnya. The Pacific Fleet
presently operates no nuclear-powered ballistic missile submarines, but it still has nuclear-powered sub-
marines, including those of the Oscar-II class that can carry nuclear torpedoes, according to Norway’s nuclear
watchdog, Bellona. The command of the Pacific Fleet responded to reports of Khasukhanov’s plan by claim-
ing that security at Russian military nuclear facilities is adequate and that the planned hijacking would have
failed (Anonymous 2002b). Two years after Khasukhanov’s plan was supposed to have been implemented, a
single sailor managed to take hostages and lock himself up in a Russian nuclear submarine.

8. Separatists stole radioactive metals from the Volgodonskaya nuclear power station in the southern
region of Rostov-on-Don between July 2001 and July 2002, according to U.S. nuclear officials. The pre-
cise details of the security breach remain unclear, but one unidentified U.S. official said there was the pos-
sibility some plutonium was removed together with other radioactive metals. These included cesium,
strontium, and low-enriched uranium (Walsh 2002).

9. General Igor Valynkin, head of the Defense Ministry’s nuclear security and maintenance depart-
ment, made this statement at a press conference in Moscow on June 22, 2005.

10. The Rossiiskaya Gazeta reported that the groups were spotted at several key railway stations in the
Moscow region and “they seemed to have been very interested in the special train, which is designed for
shipping atomic bombs.” One group of Chechnya-based radical separatists cased the Moscow-based
Kurchatov Institute, which houses several research reactors, in 2002. The group, which was led by Movsar
Barayev and seized a Moscow theater on October 23 only to be overwhelmed by Russian commandos less
than sixty hours later, had planned seizure of one of the Kurchatov Institute’s reactors (Bogdanov 2002).

11. At his June 22, 2005, press conference, General Valynkin cited two cases where individuals tried
to penetrate security perimeters as evidence that terrorists have been casing Russian nuclear arsenals.
The first attempt was made in 2002 and the second in 2003. In both cases, the attempt involved one civil-
ian intruder. Both facilities are located in the European part of Russia, he said. Both attempts “were
averted by our mobile units and security at the facilities.” The intruders were apprehended and handed
over to the Federal Security Service (FSB). He pointed at Chechen groups when asked what actors pose
the most serious threat of nuclear terrorism to Russia. “It is, of course, Chechen terrorist groups,” the
general said.

12. On October 6, 2000, at a conference on nuclear nonproliferation in Moscow, Russian Security
Council official Raisa Vdovichenko reported that Taliban envoys had sought to recruit at least one Russian
nuclear expert. While the recruiting target did not agree to work for the Taliban, three of his colleagues
had left his institute for foreign countries and Russian officials did not know where they had gone.

13. There have been numerous reports about links between Chechen separatists and al Qaeda. U.S.
intelligence agencies have estimated that as many as one hundred al Qaeda militants joined hundreds of
Chechen fighters who set up base in Georgia’s troubled Pankisi gorge (Baker 2002). The FBI also believes
that ties exist. “Although al-Qaida functions independently of other terrorist organizations, it also functions
through some of the terrorist organizations that operate under its umbrella or with its support, including:
the Al-Jihad . . . and the Chechen region of Russia” (Caruso 2001). Furthermore, there have been
reports about Chechens fighting with al Qaeda in Afghanistan. Two Chechen members of al Qaeda were
killed in a gun battle with Pakistani troops in Azam Warsak, a remote tribal area of Pakistan bordering
Afghanistan on June 26, 2002, according to unidentified Pakistani officials. The same area saw Pakistani
security officials capture a Chechen, identified as Muhammad Yahya, also in June (Khan 2002).

14. The following overview of groups operating outside Chechnya is in part based on a similar overview,
which appeared in Saradzhyan and Abdullaev (2005).

15. That bombing was organized by Dagestani warlord Rappani Khalilov (Anonymous 2002a). In 2004,
he sent a statement to the Chechen rebels’ Kavkaz Web site denying any involvement in the Kaspiisk blast
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but calling for all Dagestanis to take up arms in the capacity of the supreme commander of “Dagestani
Mujahedeens” (Anonymous 2005a).

16. A member of Achemez Gochiyaev’s group, Denis Saitakov, an ethnic Tatar who was born in
Uzbekistan but then relocated to Tatarstan’s town of Naberezhnye Chelny, attended this madrassa in 1996
(Yakovleva 2000). One of the Tatar individuals detained in Afghanistan by U.S. forces in 2001, Airat
Vakhitov, studied in that madrassa for five years. Two more former students of the Yildyz madrassa were
implicated in terrorist attacks. The two ex-students were among the eleven convicted in a December 1999
bomb attack on the Urengoi-Pomary-Uzhgorod gas pipeline, which traverses Tatarstan and supplies sev-
eral European countries. Ten of the bombers have been sentenced to prison terms of between twelve and
fifteen years (Abdullaev 2002).

17. Kosolapov, an ethnic Russian from the Volgograd region, was expelled from a Rostov-on-Don mil-
itary academy in the late 1990s and was later recruited by Chechens living in Volgograd to fight against
federal troops in Chechnya, according to FSB investigators. In Chechnya, he converted to Islam, received
training from Arab instructors, and was picked by Basayev in late 2003 to carry out terrorist attacks in
Russia (Alexander Shvarev, Vremya Novostei, January 13, 2005).

18. This group has been blamed for nine attacks, which have also included the series of explosions in
Voronezh in 2004 and in 2005. In May 2005, FSB director Nikolai Patrushev said FSB officers had
detained three people suspected of having organized the attacks and identified their last names, Khubiyev,
Panaryin, and Shavorin (Saradzhyan and Schreck 2005).

19. This assessment is according to Vladimir Kuznetsov, a former inspector at the Gosatomnadzor, a
nuclear security watchdog, and author of Yadernaya Opasnost (Nuclear Danger; 2003).

20. An explosion of a twenty-five-megaton nuclear warhead over the heart of Detroit or St. Petersburg, for
instance, would kill immediately anywhere between two hundred thousand and two million people (this cal-
culation was for Leningrad, renamed St. Petersburg, in the 1970s; see Office of Technology Assessment 1979).

21. Russian policy makers have tried to deter such attacks not only through concrete measures, but also
through strong rhetoric. In 2002, Russia’s former atomic energy chief, Viktor Mikhailov, asserted that
Russian armed forces may launch a nuclear strike to obliterate Chechnya if Chechen separatists tried to
detonate a dirty bomb (Khokhlov 2002).

22. While realizing that an attack with nuclear, biological, or chemical materials may fail to produce
heavy casualties, the ideologically driven extremists may conceive of an attack on a conventional facility,
which could have catastrophic consequences. Some conventional industrial facilities, for example, if
attacked or sabotaged skillfully, could explode and cause widespread damage and a high number of casu-
alties. Facilities such as fertilizer plants and industrial refrigeration warehouses could, under certain con-
ditions, be turned into weapons of mass destruction. “Terrorism in the Metropolis: Assessing Threats and
Protecting Critical Infrastructure,” PIR Center for Policy Studies, Moscow, 2003.
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