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AMERICAN BEHAVIORAL SCIENTISTLevin / CYBERHATE

Cyberhate

A Legal and Historical Analysis of Extremists’
Use of Computer Networks in America

BRIAN LEVIN
California State University, San Bernardino

American extremists have traditionally cultivated technology to enhance efficiency and pro-
mote goals. This article concentrates on how domestic right-wing and other extremists have
used computer networks to these ends. Although the concept of a guerrilla insurgency
through “leaderless resistance” became a factor in right-wing extremist movements before
the Internet’s advent, cyberspace hastened its popularity. The Internet has been useful to
hatemongers and extremists because it is economical and far reaching, and online expres-
sion is significantly protected by the First Amendment. Various court decisions have estab-
lished that not all communication is protected, in cyberspace or elsewhere. Although the
government cannot regulate Internet expression because it offends sensibilities, it can regu-
late expression that constitutes crimes that fall under various unprotected areas of speech.
Courts have convicted hatemongers who use the Internet to communicate threats rather than
merely ideas. Private service providers and foreign governments have greater latitude to
prohibit offensive and hateful expression that does not constitute a threat.

From his modest home in Washington State, Buford Furrow was one of tens of
thousands who went online in the summer of 1999 to access Stormfront.org, the
flagship American hate Web site founded in April 1995 by neo-Nazi and
ex-Klansman Don Black (Backover, 1999). The site features numerous links as
well as essays and graphics promoting the concepts of White supremacy, Jewish
conspiracies, government atrocities, Black inferiority, Nazism, and guerrilla
warfare tactics. In addition to Stormfront.org and various other racist Web sites,
Furrow accessed a macabre site called Gore Gallery, on which explicit photos of
brutal murders are posted. He also used the services of a mapping site to chart
cross-country route instructions from his home in the Pacific Northwest to the
offices of the civil rights group Southern Poverty Law Center in Montgomery,
Alabama, where he planned to undertake a murderous terror spree. When
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Furrow determined that the journey to Alabama was too long a drive, he set his
sights on Southern California, where he again located potential targets on a
printout he got from the same mapping Web site.

Furrow’s planned Los Angeles terrorist target sites were all Jewish-based
cultural and educational entities: the Simon Wiesenthal Center’s Museum of
Tolerance, the University of Judaism, and the Skirball Cultural Center. With his
Internet-produced map in his vehicle, Furrow drove to Los Angeles with a cache
of weapons, cash, and extremist literature. After staking out the Wiesenthal Cen-
ter, Furrow decided that the premises were too well guarded for him to generate
enough casualties, and he abandoned his plan for an attack there.

About 2 weeks later, Furrow had driven off a freeway in the San Fernando
Valley to refuel when he happened on the North Valley Jewish Community Cen-
ter. The facility, which was hosting a nondenominational day school for chil-
dren, became the place for Furrow to undertake his “wake-up call” to Americans
to kill Jews. When Furrow entered the building with an assault rifle blazing, he
first shot an elderly receptionist and a teenage girl who cared for the young stu-
dents attending the summer day school. He continued shooting, hitting three
children, one as young as 5 years old, before leaving the facility.

Shortly, thereafter, Furrow fatally shot a Filipino American postal delivery
worker named Joseph Illeto because he worked for the federal government and
was not White. Furrow also carjacked a woman’s automobile in the course of his
immediate flight but did not injure her (C. Witkoff, personal communication,
August 14, 2001).

Furrow’s case is illustrative of the perplexing legal and social issues pre-
sented by the emerging use of the Internet by extremists. Furrow did not commit
his atrocities merely because of the Internet. Indeed, Furrow had been entrenched
in the hate movement for some time, including a stint in the now defunct Aryan
Nations hate group in the mid-1990s. He had a history of mental illness and was
under correctional supervision, which was supposed to have prohibited him
from possessing weapons at the time of his rampage. Furthermore, masses of
Web surfers accessed the same sites without resorting to violence. Still, whether
inspirational or instructional, the Internet supplied information that clearly
helped fuel the explosion of a ticking human time bomb. For today’s violent,
extremists, the Internet has emerged as a possible solution to the legal, organiza-
tional, and logistical issues facing the increasingly embattled world of extrem-
ism (C. Witkoff, personal communication, August 14, 2001).

EXTREMISM HISTORY: TYING
THE MESSAGE TO NEW MEDIA

The Internet is just the latest technological innovation utilized by domestic
extremists over the past century to spread their philosophy and to increase their
ranks. In 1915, 12 years before the creation of the Academy Awards, self-
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proclaimed Grand Wizard Colonel William J. Simmons had meticulously
planned to launch the second revival of the Ku Klux Klan to coincide with the
introduction of the world’s first modern, full-length, feature film. One week
before the much anticipated Atlanta premiere of the racist and pro-Confederate
motion picture Birth of a Nation, Simmons bussed 15 men from Atlanta to Stone
Mountain for the formal Klan revival ceremony, complete with a ritual cross
lighting. The day of the Atlanta premiere, Simmons carefully placed his revival
announcement in the local newspaper right next to the advertisement for the
film. The film, based on Thomas Dixon’s (1905) best-selling novel The Clans-
man: An Historical Romance of the Ku Klux Klan, was a national cause célèbre
because never before had a film combined a story line with modern production
techniques. Although the film proved a useful promotional tool, new technology
was not the only force at play in the Klan’s renaissance. The group’s major
expansion during the period did not come until 5 years later, when the Klan’s
promotional methods became much more sophisticated, and its leadership
expanded to include two experienced marketers. At its political and membership
peak in 1925, the Klan controlled state and national politicians and had 4.5 mil-
lion members (Chalmers, 1981).

By the 1930s, the Ku Klux Klan had succumbed to tales of violence, fraud,
and sex scandals, leaving the right-wing extremist world to others, such as the
pro-Nazi Silver Shirts and the German-American Bund. Around the time that
the Third Reich was using radio broadcasts and propaganda films to promote
anti-Semitism in Germany, America had its own new medium extremist pioneer.
A right-wing, fiery, populist Catholic preacher named Father William Coughlin
gained a national following through a xenophobic and increasingly anti-Semitic
radio program that was broadcast from coast to coast. The power of Coughlin’s
message and the radio medium, however, was no match for the changing senti-
ments of the American public, which had shifted with America’s entry into
World War II in 1941 (Southern Poverty Law Center, 1996; Walker, 1994).

THE EARLY COMPUTER AGE
OF RIGHT-WING EXTREMISM

The next significant communication advance for right-wing extremists came
about in 1983, when West Virginia neo-Nazi publisher George Dietz established
the first computer bulletin board system (BBS), called alternatively Liberty Bell
Net or Info. International Network, to post racist, anti-Semitic, and Holocaust
denial material. With an Apple II computer, Dietz was “apparently the first
White supremacist to launch his material in cyberspace,” according to researcher
Chip Berlet (2001, p. 1). Dietz’s Liberty Bell publication was at one time
described by the Anti-Defamation League (ADL) as “perhaps the largest
pro-Nazi and anti-Jewish propaganda mill in the United States” (Schwartz,
1996, p. 31). Dietz’s bulletin boards, accessible to those with computers and

960 AMERICAN BEHAVIORAL SCIENTIST

 © 2002 SAGE Publications. All rights reserved. Not for commercial use or unauthorized distribution.
 at SAGE Publications on September 18, 2007 http://abs.sagepub.comDownloaded from 

http://abs.sagepub.com


dial-up telephone modems, were text postings arranged by title, including “The
Jew in Review,” “The Holohoax,” “WVA Real Estate Bargains,” and “Prof. R.P.
Oliver’s Postscripts.” Professor Revilo P. Oliver was a virulent bigot whose
epithet-laden writings were frequently featured in Dietz’s publications. Dietz’s
text-only bulletin boards relied heavily on his existing racist publication, Liberty
Bell, for content. Dietz also allowed space for additional comment and for the
downloading of files by interested users (Berlet, 2001; Lowe, 1985).

Shortly thereafter, the Aryan Nations and White Aryan Resistance (WAR) set
up BBSs of their own to spread their supremacist ideology. The men behind
these BBSs, the Aryan Nations’ Louis Beam and WAR’s Tom Metzger, are still
influential White supremacists. Both vigorously promote ideologies that encour-
age followers to undertake random racist and antigovernment violence, a mes-
sage well suited for the anonymous and far-reaching medium of computer net-
works (Berlet, 2001).

Even though he stands only 5’7” and weighs only 130 pounds, Louis Beam is
one of the most imposing figures in the White supremacist world. A former heli-
copter tail gunner during the Vietnam War who sports a “Born to Lose” tattoo on
his arm, Beam first entered the Ku Klux Klan in 1968. Beam eventually rose
through the ranks of David Duke’s Klan faction, in which he became the group’s
Grand Dragon for the state of Texas. Beam was notorious not only for his fiery
rhetoric but for his ability to get acquittals on the various criminal charges he
faced during his White supremacist career (Dees, 1996; Schwartz, 1996).

In Texas, Beam created and trained a private Klan army called the Texas
Emergency Reserve (TER). In 1981, the TER’s primary activity was terrorizing
Vietnamese refugee fishermen. One year later, the TER was forced to disband
after the Southern Poverty Law Center and the Texas attorney general prevailed
in a lawsuit (Dees, 1996).

Beam’s next position was “ambassador at large” for one of America’s most
influential neo-Nazi groups: Aryan Nations, based in Hayden Lake, Idaho. At
Aryan Nations, Beam split his time between cross-country recruiting and pub-
lishing. His work often revolved around bigotry and military themes, particu-
larly guerrilla warfare tactics. In Essays of a Klansman, Beam (1983) developed
an assassination point system by which extremists could attain “Aryan Warrior”
status: a murderous tactic allegedly used by The Order, an Aryan Nations terror-
ist spin-off organization (Dees, 1996; Schwartz, 1996).

In June 1984, Beam created Aryan Nations’ BBS to aid recruiting and
increase communication efficiency between existing bigoted extremists through-
out the nation. The BBS’s first message was as follows:

MSG LEFT BY: SYSTEM OPERATOR—FINALLY, WE ARE ALL GOING TO
BE LINKED TOGETHER AT ONE POINT IN TIME. IMAGINE IF YOU WILL,
ALL OF THE GREAT MINDS OF THE PATRIOTIC CHRISTIAN MOVEMENT
LINKED TOGETHER AND JOINED INTO ONE COMPUTER. ALL THE
YEARS OF COMBINED EXPERIENCE AVAILABLE TO THE MOVEMENT.
NOW IMAGINE ANY PATRIOT IN THE COUNTRY BEING ABLE TO CALL
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UP AND ACCESS THOSE MINDS, TO DEAL WITH THE PROBLEMS AND
ISSUES THAT AFFECT HIM.

YOU ARE ON LINE WITH THE ARYAN NATIONS BRAIN TRUST. IT IS
HERE TO SERVE THE FOLK. (Berlet, 2001, p. 2)

Various sections included the following:

1. NOTICE TO ALL ARYANS
2. AT LAST UNITY!!!
3. ESSAYS OF A KLANSMAN
4. FROM THE MOUNTAIN
5. WHO IS THE U.S. RUN FOR?
6. 1984 IS HERE FOR CANADA
7. NATION IS RACE!
8. MORRIS DEES QUEER
9. JOKE OF THE 20TH CENTURY

10. FROM INSIDE CANADA (Berlet, 2001, p. 2)

The network, called Aryan Nations Liberty Net, consisted of a variety of
dial-up bulletin boards connected to telephone numbers in the states of Texas,
Idaho, and North Carolina. According to extremism expert Chip Berlet (2001),
the systems ran on Radio Shack and Apple computers using standard BBS soft-
ware. Access to the BBS’s content was controlled through passwords that were
distributed to preapproved authorized users, who also paid a $5 fee. Beam noted
that the BBS was a “patriotic brain trust” where computers brought “their power
and capabilities to the American Nationalist Movement” (Lowe, 1985, p. 1).
Beam explained to members that the BBS was designed “for Aryan Patriots
only” and was a “pro-American, pro-White, anti-Communist network of true
believers who serve the one and only God—Jesus, the Christ” (Berlet, 2001;
Lowe, 1985, p. 1).

A contemporary ADL analysis divided Liberty Net’s content into three main
areas. The first and predominant area was “hate propaganda,” which consisted
of new and reprinted material as well as member contributions. The second sec-
tion was a fee-based listing of racist and antigovernment organizations. Another
section identified groups and individuals designated as enemies and traitors of
the Aryan cause. Members could locate ADL offices or “ZOG” informers. ZOG
is an acronym for Zionist Occupational Government, a term used by extremists
to identify the purported Israeli-controlled American government. The listings
were often coupled with invectives from hatemongers. For instance, a Beam
Klan protégé in North Carolina promoted the BBS in print offline to other
extremists by stating, “We have an up-to-date list [on the BBS] of many of the
Jew headquarters around the country so that you can pay them a friendly visit”
(Lowe, 1985, p. 2). A BBS-posted message was even more ominous: “Accord-
ing to the word of our God, Morris Dees earned two death sentences . . . . Thy
will be done on earth as it is in heaven” (Berlet, 2001; Dees, 1996, p. 40; Lowe,
1985, pp. 2, 5-6).
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Former California Ku Klux Klan Grand Dragon Tom Metzger soon followed
with a racist BBS of his own offering content from his organization, WAR. Like
Beam, Metzger had a military background, having achieved the rank of colonel
in the U.S. Army. He migrated to California in 1961 from the Midwest to obtain
employment in the field of electronics. He eventually settled in the north
San Diego community of Fallbrook, where he worked as a television repair-
man. Beginning in 1975, Metzger joined, led, and later seceded from Duke’s
California Klan faction. While directing the California Ku Klux Klan, Metzger
operated a “border patrol” to harass undocumented Mexican nationals and a
paramilitary-style “security force” that was involved in violent confrontations
with police and demonstrators. After he lost a bid for a seat in Congress, Metzger
founded the White American Political Association, which became WAR in
1983 (Lowe, 1985, p. 5).

As the head of WAR, Metzger expanded the reach of his organization through
a variety of bigoted media exercises that included at various times a monthly
WAR newspaper, videos, books, pamphlets, jewelry, audiotapes, a nationwide
network of telephone message banks, rallies, and cable-access television shows
distributed to providers throughout the United States. In the mid-1980s, how-
ever, Metzger’s latest propaganda foray involved WAR’s bigoted BBS. Metzger’s
goal of inciting random acts of racial violence, particularly by young neo-Nazi
skinheads, however, eventually proved costly. In October 1990, Metzger, his
son, and his WAR organization were found tortuously liable in the amount of
$12.5 million by an Oregon civil court jury in the killing of a young Ethiopian
immigrant by Portland skinheads who were linked to the California bigot
(Schwartz, 1996, p. 79-81).

By early 1985, the activities of extremists became publicized by monitoring
groups and the press. Chip Berlet, then of Midwest Research Associates, issued
a brief memorandum on January 5, 1985, at a conference of researchers. On Jan-
uary 24, 1985, the ADL released a longer fact-finding report, Computerized Net-
works of Hate (Lowe, 1985), which described in detail the characteristics of rac-
ist BBSs. The report’s analysis of racists’ BBSs during the 1980s appears to be
equally applicable to today’s Internet. Although taking a generally cautious
tone, the report stated, “Many users of computerized data banks are impression-
able young people vulnerable to propaganda.” The report further stated, “The
use of computer technology marks a new departure for hate groups and repre-
sents an effort to give right-wing extremism a modern look.” The report contin-
ued, “More troubling, the use of new technology to link together hate group
activists coincides with an escalation of serious talk among some of them about
the necessity if committing acts of terror” (Berlet, 2001; Lowe, 1985, p. 1;
Schwartz, 1996, p. 79-81).

By 1986, Aryan Nations Liberty Net had grown to include phone numbers in
Houston, Dallas, and Chicago in addition to Idaho and North Carolina, while
WAR continued to operate its California-based BBS. By the early 1990s, BBSs
were supplanted by a new form of computer-oriented textual exchange, called
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discussion boards, such as those on Usenet. These new message exchanges are
arranged by topic and generally open to the public for response or rebuttal.
Although many discussion boards revolve around mainstream areas of discus-
sion, some are bigoted or extremist in nature. By the mid-1990s, antigovern-
ment, “patriot” groups added this technology to an array of communication
media that included fax networks and shortwave radio broadcasts (Berlet, 2001;
Southern Poverty Law Center, 1996).

THE EMERGENCE OF “LEADERLESS RESISTANCE”

By the 1990s, a key trend in the world of American right-wing extremism was
that of leaderless resistance. The concept was first popularized among modern
right-wing ideologues as a tool to combat communism by Colonel Ulius Amoss.
The White supremacist version of the strategy advocates that individuals or
small autonomous guerrilla cells target government officials, civil rights advo-
cates, minorities, and infrastructure sites for violent strikes. There were several
factors that influenced the emergence of this trend (Nature and Threat, 1995).

First, the folklore and icons of right-wing extremists increasingly revolved
around Aryan-style warriors who battled a conspiratorial array of evil enemies
responsible for wresting control of America from White racialists. This theme is
present in books by prominent White supremacists such as Richard Kelley
Hoskins’s (1990) Vigilantes of Christendom: The History of the Phineas Priest-
hood, William Pierce’s fictional novel The Turner Diaries: A Novel (Macdon-
ald, 1978), and its follow-up, Hunter: A Novel (Macdonald, 1989). The World
Church of the Creator promoted “RAHOWA” (racial holy war), while Pierce’s
National Alliance promoted The Turner Diaries, and WAR (1988) distributed a
flyer to skinheads stating, “TRASH EM! SMASH EM! [swastika symbol]
MAKE EM DIE!” A vast array of hate rock bands with names such as
Skrewdriver, Aggravated Assault, Aryan, and RAHOWA also glorified bigotry
and random violence (Resistance Records, 2001). Real-life racial terrorists such
as murderers David Tate, Gordon Kahl, and Richard Wayne Snell, as well as The
Order’s ringleader, Robert Mathews, achieved cult status among right-wing
extremists after violent confrontations with law enforcement (Klanwatch Intel-
ligence Report, 1989).

Second, organized hate groups dissolved or splintered because of criminal
prosecutions and civil lawsuits arising out of their connections to violent big-
otry. These losses resulted in the imprisonment of many racist leaders and the
crippling of several prominent violent hate groups, including Alabama’s United
Klans of America, California’s WAR, the Invisible Knights of the Ku Klux Klan,
the World Church of the Creator, the Arizona Patriots, and Arkansas’s Covenant,
Sword and Arm of the Lord militia. Starting in the late 1970s, the Southern Pov-
erty Law Center pioneered a strategy of suing hate groups civilly under tradi-
tional tort law claims relating to agency and negligence theories for their part in
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promoting hate violence by their members or agents. Staggering monetary judg-
ments, usually far in excess of the groups’ assets, bankrupted various Klan and
neo-Nazi groups and their leaders. As a solution to these difficulties, some
hatemongers successfully promoted leaderless resistance as an alternative. In
this way, hatemongers can legally encourage utilitarian violence by those with
whom they have no direct connection. Still, some remaining hatemongers who
did switch from violent acts to mere rhetoric lost credibility with their desired
audience (Levin, 1998). In addition, guerrilla violence served a different pur-
pose for certain right-wing extremists as time progressed. As certain right- wing
movements saw their goals diverge from those of mainstream society, guerrilla
violence gained currency among those who felt wholly disenfranchised. In the
hate movement, as well as the extreme offshoots of the antiabortion, gun rights,
and taxpayer movements, fanatics viewed themselves as at war with various
societal institutions. The tactical value of leaderless resistance was promoted by
Louis Beam (1983, 1992) in Essays of a Klansman and his journal The Sedition-
ist, by the Militia of Montana in its newsletter Taking Aim (1994), and in an
underground antiabortion terrorist instruction manual entitled Army of God
(Nature and Threat, 1995).

Finally, by the mid-1990s, technology evolved to a point at which leaderless
resistance could be promoted with far greater efficiency through the Internet. As
Southern Poverty Law Center analyst Mark Potok observed,

The Internet is an important piece of the leaderless resistance strategy. It allows
lone wolves to keep abreast of events, changes in ideology and discussions of
tactics—all of which may influence his own choice of target. Far more than hard
copy publications, the Internet allows the lonewolf to remain a part of a larger
movement even though he attends no meetings, puts his name on no lists, and gen-
erally tries to remain invisible. A good example of this is Matthew Williams, the
self-confessed murderer of a gay couple in California, who used the Internet to pri-
vately explore a variety of extremist ideologies before picking up the gun. (per-
sonal communication, September 6, 2001)

Scholar Roger Eatwell cites the following reasons for the Internet’s popular-
ity among extremists: (a) the low-cost and potentially high-quality presentation
and distribution of information, (b) the ability to tailor messages to specific
audiences who self-select the type of information they seek, (c) the ability to cre-
ate an effective image of ideological community, and (d) the ease of global dis-
tribution across jurisdictional boundaries (Griffin, 1997).

In addition, Mark Potok also observed that the Internet complements existing
media and reaches a wider audience:

[The Internet] allows those interested to privately peruse the group’s materials
without making any overt commitment, meaning that people who in the past who
would have not gotten near these groups—middle and upper-middle class teenag-
ers, in particular—are now being exposed to the white supremacist message. That
said, however, the real extremist action on the Internet is in interactive venues like
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discussion groups, closed E-lists and person-to-person E-mail. Other media [are
still being] used by extremists—radio, cable television, underground publications,
even “earned” mainstream media. (personal communication, September 6, 2001)

THE WORLD WIDE WEB

In April 1995, Don Black unveiled what is generally regarded as the first
major “hate site” on the World Wide Web: Stormfront.org. The ADL’s Mark
Pitcavage (personal communication, September 6, 2001) pointed out that there
were small, individual Web sites that promoted hatred and antigovernment con-
spiracies before Stormfront.org, but Black’s site, by virtue of the depth of its
content and its style of presentation, represents a new period for right-wing
extremism online. Its home page proclaims, “White Pride World Wide: White
Nationalist Resource Page,” and continues, “Stormfront is a resource for those
courageous men and women fighting to preserve their White Western culture,
ideals and freedom of speech and association- a forum for planning strategies
and forming political and social groups to ensure victory” (Stormfront.org,
2001).

Don Black grew up in Alabama and attended the University of Alabama.
Shortly thereafter, he became involved with David Duke’s Klan faction, in
which he became the Alabama Grand Dragon and eventually its national leader
after Duke’s departure in 1980. Black and other extremists were tried and con-
victed in federal district court for their role in a plot to overthrow the Caribbean
nation of Dominica. Black learned computer technology and worked as a com-
puter consultant after moving to Palm Beach, Florida. He continues to run
Stormfront.org from his Florida home (Schwartz, 1996).

After Black launched Stormfront.org, other extremists soon followed with
sites of their own. The nation’s largest neo-Nazi organization soon staked its
own position in cyberspace. Retired physicist William Pierce’s National Alli-
ance registered domain names for its site starting in July 1995 (J. Roy, personal
communication, September 5, 2001).

Originally from Atlanta, Pierce received his Ph.D. in physics in 1962 from
the University of Colorado. Dr. Pierce taught physics at Oregon State University
for 3 years. Following a short-lived scientific job, he joined the American Nazi
Party under the stewardship of firebrand extremist George Lincoln Rockwell.
Following the killing of Rockwell in 1967 at the hands of another Nazi, Dr.
Pierce became a leader in the American Nazi Party.

In 1970, Pierce left his position at the American Nazi Party to assist in the
development of the National Youth Alliance. Pierce soon wrested control of the
group from another prominent bigot named Willis Carto. In 1971, hostilities
between Pierce and Carto became public following a dispute over mailing lists.
In 1974, 4 years after taking control of the organization, Pierce changed the
name of the fledgling organization to the National Alliance. In 1978, the Internal

966 AMERICAN BEHAVIORAL SCIENTIST

 © 2002 SAGE Publications. All rights reserved. Not for commercial use or unauthorized distribution.
 at SAGE Publications on September 18, 2007 http://abs.sagepub.comDownloaded from 

http://abs.sagepub.com


Revenue Service rejected Pierce’s attempt to gain tax-exempt status for the
National Alliance as an educational organization.

That same year, Pierce published The Turner Diaries under the pseudonym
Andrew Macdonald (1978). The book is a glorified, fictional account of an anti-
government race war by a band of White supremacists who perpetrate atrocities
against government officials, Jews, intellectuals, and Blacks. After Pierce pro-
claimed the novel a “handbook for White victory,” American neo-Nazis embraced
it as a call to action.

A group of neo-Nazis including National Alliance and Aryan Nations mem-
bers from the American Northwest organized the terrorist group The Order,
named for the fictional criminal group featured in Pierce’s The Turner Diaries
(Macdonald, 1978). The real group, led by the National Alliance’s Pacific
Northwest leader Robert Mathews, issued a “declaration of war” against Ameri-
can society that culminated in the largest armored car heist in American history
and the assassination of a prominent antiracist radio personality, Alan Berg, in
1984. In December 1984, Robert Mathews died in a fire ignited after a pitched
battle with federal authorities in Washington State. The other living members of
The Order were captured and convicted on federal charges, although millions of
dollars from the armored car heist were never recovered. It is alleged by authori-
ties, but not proved, that the money was circulated among prominent American
White supremacists. After the heist, Pierce paid $95,000 in cash for 346 acres of
land in rural West Virginia as the new site for the National Alliance’s headquar-
ters (Southern Poverty Law Center, 1999, p. 15).

Over the next several years, Pierce continued regular publication of newslet-
ters, periodicals, and books. The March/April 1989 issue of the National Van-
guard featured a full-page cover photo of Adolph Hitler, and the interior pro-
claimed him “the greatest man of our era.” Pierce’s follow-up racist novel,
Hunter (Macdonald, 1989), was dedicated to Joseph Paul Franklin, a violent
racist felon who assassinated two innocent Black joggers in Salt Lake City,
Utah.

In 1995, Pierce received more publicity when it was revealed that convicted
Oklahoma City bomber Timothy McVeigh was fixated with The Turner Diaries
(Macdonald, 1978) and had made calls to the National Alliance in the period
before the bombing. Part of the book glorifies an antigovernment terrorist who
blows up a federal building in an early-morning truck bomb blast. In 1996, a
National Alliance member, Todd Vanbiber, was implicated in three bank robber-
ies after police responded to an accidental bomb blast at his home. It was alleged
in court testimony that Dr. Pierce was to have received at least $2,000 in pro-
ceeds from Mr. Vanbiber’s criminal gang (Schwartz, 1996, pp. 106-112; South-
ern Poverty Law Center, 1999).

Pierce’s (1994) promotion of a plan for a White revolution against Jews,
minorities, and other enemies is illustrated by his statements in the National
Alliance Bulletin:
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The Christians who now talk about the impiety of opposing Jews because they are
God’s chosen people can be made to talk instead about the impiety of collaborat-
ing with Jews because they are the spawn of Satan . . . . All the homosexuals,
racemixers, and hard-case collaborators in the country who are too far gone to be
re-educated can be rounded up, packed into 10,000 or so railroad cattle cars, and
eventually double-timed into an abandoned coal mine in a few days time. All of
these people simply don’t count, except as a mass of voters . . . . Those who speak
against us now should be looked at as dead men—as men marching in lockstep
toward their own graves—rather than as people to be feared or respected or given
any consideration. (p. 5)

By 2001, Pierce was promoting his ideology through multiple forms of
media, including magazines, newsletters, leafleting, radio broadcasts, a comic
book, an exclusive catalogue of hate rock compact discs, and an Internet Web
site (National Alliance, 2000).

By the end of 2000, HateWatch counted about 400 bigoted Web sites, and the
Southern Poverty Law Center counted 366 “hate Web sites” on the Internet: 97
for the Ku Klux Klan, 80 for neo-Nazi organizations, 19 for racist skinhead orga-
nizations, 30 for the Christian Identity movement, 7 for Black separatist organi-
zations, 18 for neo-Confederacy organizations, and 115 containing other mate-
rial (D. Goldman, personal communication, September 5, 2001; J. Roy, personal
communication, September 5, 2001). Some of the more well known websites
are found in Table 1.

OTHER INTERNET EXTREMISTS IN THE NEW CENTURY

Although domestic hatemongers were among the first extremists to exploit
the efficiencies of the Internet, they are now far from the only ones to make
active use of the Internet to target America for propaganda or attack. In addition,
Web sites are not the only way contemporary extremists use the Internet.
Extremists today use the Internet to access private message boards, e-mail,
research, hacking, hidden instructions, listservs (closed e-mail networks), and
chat rooms where conversations taken place in real time.

Leftist environmental- and animal-liberation extremists have dozens of Web
sites that provide information on legal activism, news, and disfavored institu-
tions, as well as downloadable sabotage manuals—accompanied by carefully
worded disclaimers. While their philosophies are different from those of online
bigots, their use of the Web as a tool for propaganda and violent leaderless resis-
tance is strikingly similar. A prominent animal liberation site offers a download-
able “do it yourself booklet” for “every animal rights activist” on “basic incendi-
ary mixes from easily acquired materials, popular with ALF activists wordl [sic]
wide.” (Animal Liberation Front, 2001a). Another similar animal liberation site
has similar material but also has a password protected section that is not avail-
able to casual users. (Animal Liberation Front, 2001b).
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A related offshoot movement, the Earth Liberation Front (ELF), has a sup-
port Web site that promotes similar tactics and philosophies:

As the ELF structure is non-hierarchical, individuals involved control their own
activities. There is no a centralized organization or leadership tying the anony-
mous cells together. Likewise, there is no official “membership.” Individuals who
choose to do actions under the banner of the E.L.F are driven only by their personal
conscience or decisions taken by their cell while adhering to the stated guidelines.

Lone wolfs or cells called “elves” by the ELF have committed over 100 acts of
property destruction since 1997 that have resulted in 37 million dollars in damage,
but no human deaths. (Earth Liberation Front, 2001)

A radical anti-Abortion Web site that has been on and off the Internet over the
past several years called for future Nuremburg-style trials for abortion providers
and listed extensive personal information about them that included driver’s
license information, social security numbers, home addresses, vehicles, and
their travel information. The site also provided streaming video from abortion
clinics and a list of doctors who perform abortions, with slash marks through the
names of those who have been murdered (Planned Parenthood v. American
Coalition of Life Activists, 2001; Christian Gallery, 2001).

In November 2001 an Internet savvy armed fugitive on the FBI’s 10 Most
Wanted list allegedly visited the home of the publisher of the Nuremberg Files
site, Neal Horsley, and held him at gun point. The fugitive and convict, Clayton
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TABLE 1: Early Hate Sites on the World Wide Web

Organization Type Web Publisher Location Time

Stormfront.org Web-based hate D. Black Palm Beach, 1995 to
entity Florida present

National Alliance National neo-Nazi W. Pierce West Virginia 1995 to
group present

Cyberhate Web-based hate “R. Lodgson” Texas 1995 to
group present

White Aryan White supremacist T. Metzger San Diego County, 1996 to
Resistance group California present

World Church of White supremacist M. Hale East Peoria, 1996 to
the Creator religious group Illinois present

Alpha HQ Web-based neo- R. Wilson Philadelphia 1996 to
Nazi group 1998

Zundelsite U.S. Web portal for I. Rimland United States 1996
material of
Canadian neo-Nazi
and Holocaust
denier E. Zundel

Imperial Ku Klux Klan Powderly, 1997
Klansmen of faction Kentucky
America

 © 2002 SAGE Publications. All rights reserved. Not for commercial use or unauthorized distribution.
 at SAGE Publications on September 18, 2007 http://abs.sagepub.comDownloaded from 

http://abs.sagepub.com


Waagner, was allegedly staking out abortion clinics when he was previously
arrested. When first captured Waagner mentioned the Nuremberg Files website
and also told authorities that he used various email accounts of his own to hide
information. Waagner demanded that Horsley use his website to post proof that
42 abortion clinic employees who Waagner had targeted for attack had quit their
jobs in order to get off his hit list (Roddy, 2001a). Upon his arrest in December
2001 it was confirmed that he posted threats to abortion clinic workers via the
Internet and monitored the web through a laptop and on computers at Kinkos
copy stores (D. Roddy, 2001b).

While Middle Eastern terrorist groups such as Hamas and Hizbollah have
support Web sites in both English and Arabic that promote anti-Israeli and anti-
American propaganda and their “martyrs,” Al Qaeda had no such permanent
presence on the World Wide Web (Hizbollah, 2001; Hamas, 2001). However, in
the period after the devastating September 11, 2001 terror attacks, authorities
have pieced together a disturbing composite that indicates Al Qaeda was a
computer-savvy terrorist conglomerate. The September 11th hijackers made
reservations via AmericanAirlines.com, exchanged e-mail via Yahoo!, and con-
ducted online research about the effectiveness of crop-dusting aircraft as a
means to disperse chemical agents (Cohen, 2001).

A former French official stated that authorities there also believe that sus-
pected Al Qaeda terrorists were awaiting instructions to destroy the American
embassy in Paris in September 2001, through the Internet via a method known as
steganography. Steganography, Greek for hidden writing, is a method of encrypt-
ing hidden messages in photo or audio files implanted in e-mails or on Web sites.
Steganographic software, readily available on the Internet, enables the sender
and recipient to exchange communications with messages that are invisible to
the unaided eye but identifiable to those clued into where it is implanted. Investi-
gators too, can detect the presence of steganographic devices via algorithms,
which hunt for deviations in patterns found in online photographic or audio files
(Cohen, 2001a).

The nerve center of the secretive Al Qaeda organization also apparently used
the Internet for other purposes as well. At hastily abandoned operations centers
in Kabul, Afghanistan journalists uncovered remaining evidence suggesting
that Al Qaeda “used the Internet to research rudimentary bomb-making and
chemical weapons development and to track news coverage of Mr. bin Laden”
(Rhode, 2001, p. 1).

THE FIRST AMENDMENT

The use of the Internet by various groups and individuals to disseminate con-
troversial and hateful content reignited debate on the status of the First Amend-
ment. Over the past century, the Supreme Court has established new standards
relating to the protection of expressive rights from governmental interference,
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and these rulings have a direct impact on Internet expression. Specifically, the
Court has identified various circumstances in which the government has greater
latitude to interfere with or punish expression. The relevant factors include

1. the time, place, or manner (as opposed to the content) of the expression in the con-
text of a particular setting;

2. whether the expression’s character falls into an area of speech the Court has
deemed “unprotected”;

3. whether the expression constitutes behavior traditionally regarded as criminal;
and

4. whether there is a compelling governmental interest in restricting the speech.

THE INTERNET AS A MODERN PUBLIC SQUARE

A central issue regarding the government’s ability to regulate expression on
the Internet revolves around how the medium is legally categorized. The
Supreme Court has held that the government has greater flexibility in regulating
expression when it occurs in certain outlets. In Hague v. Committee for Indus-
trial Organization (1939), the Supreme Court held that public areas serve an
important role in the furtherance of discourse in a democratic society. In Hague,
union members fought the enforcement of a Jersey City municipal code that pro-
hibited the distribution of printed material and assemblies in public places with-
out a permit issued at the discretion of a city official. The Court’s decision threw
out the ordinance, maintaining,

Whenever the title of streets and parks may rest, they have immemorially been
held in trust for the use of the public and, time out of mind, have been used for pur-
poses of assembly, communicating thoughts between citizens, and discussing of
public questions. Such use of the streets and public places has, from ancient times,
been a part of the privileges, immunities, rights, and liberties of citizens. The privi-
lege of a citizen of the United States to use the streets and parks for communication
of views on national questions may be regulated in the interest of all; it is not abso-
lute, but relative and must be exercised in subordination to the general comfort and
convenience, and in consonance with peace and good order; but it must not, in the
guise of regulation be abridged or denied. (pp. 515-516)

The Hague (1939) decision represents a fairly good articulation of the princi-
ple at issue in public forum cases. As legal scholar Harry Klaven pointed out, “In
an open democratic society the streets, the parks, and other public places are an
important facility for public discussion and the political process” (Cohen &
Danelski, 1997, p. 375). Klaven maintained that a citizen’s access to public
forums for communication is an “index of freedom.” If the Supreme Court were
to find that the Internet is the equivalent of a public forum, then expression on it
would have the greatest protection from governmental regulation.

The Hague (1939) decision is still good law, although the contours of its doc-
trine have been better established by subsequent cases. Later decisions better
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defined what entities constitute public forums and what types of regulations of
them are permissible. Streets, parks, and sidewalks are areas where speech is
most protected. Other places, such as libraries, schools, and their surrounding
areas, are in an intermediate category (Grayned v. City of Rockford, 1972). It
appears that the courts will allow regulation of expression when the manner is
incompatible with the routine activity of a particular place at a particular time.

Lastly, the Supreme Court found that nonpublic forums offer the government
the most leeway to interfere with speech. In these places, the Court approved of
nondiscriminatory restrictions that are reasonable to the efficient functioning of
a facility. For instance, the Court held that airport terminals, while open to the
public, are not places related to expression. Maintaining that airport terminals
are not “public fora,” the Court upheld a ban on solicitations and dispersal of lit-
erature (International Soc. for Krishna Consciousness v. Lee, 1992).

The Supreme Court addressed the legal status of the Internet and the regula-
tion of controversial content on it in Reno et al. v. American Civil Liberties
Union et al. (1997). The decision in Reno et al. v. American Civil Liberties
Union et al. invalidated two parts of the Communications Decency Act of 1996
that restricted the display of sexually oriented content. However, the decision
had a significant impact on Internet regulation in general. In relevant parts, the
act punished the “knowing” communication to minors of “obscene or indecent”
messages. It also banned the knowing communication of messages to minors or
the display of messages that could be viewed by minors. The prohibited mes-
sages related to material that was “patently offensive as measured by contempo-
rary community standards, sexual or excretory activities or organs” (§ 223[d]).

The decision was a landmark for two reasons. First, the justices gave broad
First Amendment protection to Internet-based communications, dismissing
government claims that they should be restricted in the same manner as radio
and television frequencies. The justices also dismissed the notion that the gov-
ernment can ban communications between adults on the grounds that minors
might receive messages for which they are unfit.

The Court instead contended that the Internet was more like a public square
than a television broadcast:

Through the use of chat rooms, any person with a phone line can become a town
crier with a voice that resonates farther than it could from any soapbox. Through
the use of Web pages, mail explorers and newsgroups, the same individual can
become a pamphleteer. As the District Court found, the content of the Internet is as
“diverse as human thought.” We agree . . . that our cases provide no basis for quali-
fying the level of First Amendment scrutiny that should be applied to this medium.
(Reno et al. v. American Civil Liberties Union et al., 1997, pp. 896-897)

The justices found that the Internet differs from television and radio broad-
casts because there are unlimited available outlets, there is no precedent of gov-
ernmental restrictions, and the recipient of a message actively searches for it
with some foreknowledge of its content. On the basis of this, the Court offered a
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heightened level of scrutiny to analyze governmental restriction on expression.
The government may restrict expression on the Internet only when it is neces-
sary to further an important governmental interest and is narrowly tailored to
achieve that interest. The Court also attacked the statute’s vagueness, particu-
larly in its invocation of the terms indecent and patently offensive.

The Supreme Court’s ruling in Reno (1997) established the Internet as a pub-
lic forum: a place where speech is most protected from governmental regulation.
However, the decision did not completely insulate the Internet from regulation.
Even when expression takes place in public forums, it can still be regulated
when the communication is of a certain character.

After the Supreme Court’s ruling in Reno v. ACLU, Congress undertook a
more focused attempt to regulate expression on the Internet. In the Child Online
Protection Act (COPA) (47 U.S.C. § 23), restrictions are more narrow than those
found in the CDA in that COPA’s restrictions apply only to commercial web-
sites. COPA makes it a criminal offense to provide material that is “harmful to
minors” and defines such as “patently offensive” material involving lewd nudity
or sexuality. The law was immediately challenged in federal court by the ACLU.
The organization, however, did not challenge the law’s possible application to
obscene speech, an area of expression involving extreme pornographic depic-
tions that has traditionally been regarded as unprotected by the First Amend-
ment. The trial court held that the law impermissibly punished expressive con-
tent protected by the First Amendment without the requisite presence of a
compelling governmental interest. In an appeal, the United States Court of
Appeals for the Third Circuit invalidated the law, but for a different reason. The
Court of Appeals held that a provision of the statute basing punishment on the
“contemporary community standards” of individual municipalities was too bur-
densome to webpublishers. The Supreme Court heard oral argument on the con-
stitutionality of COPA on November 28, 2001, and a decision is expected by
June 2002. The case is significant because the decision could affect the way that
extremist or controversial speech designated as “harmful to minors” is regulated
on the Internet. (ACLU v. Reno, 2000; on appeal as Ashcroft v. ACLU, 2002).

GOVERNMENT’S POWER TO REGULATE
EXPRESSION VARIES BY CATEGORY

The Internet is home to a broad spectrum of content. Generally, governmen-
tal regulations based simply on the content of the idea expressed will be over-
turned. For instance, in Boos v. Barry (1988), the Supreme Court invalidated a
law that prohibited the display of insulting signs near foreign embassies that
hold other countries out to “public odium” or “public dispute.” In these instances,
courts impose a standard on governmental conduct called strict scrutiny. Under
this standard, the government must establish two things about official restric-
tions on expression for them to be held constitutional: (a) They are necessary to
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achieve a compelling state interest, and (b) they are narrowly tailored to achieve
that compelling interest (Boos v. Barry, 1988; Widmar v. Vincent, 1981).

If, however, the expression falls under an “unprotected” area of speech, the
government has far greater ability to regulate or proscribe it. When speech falls
into a category that is unprotected, it can be prohibited outright as long as the
government can demonstrate a rational nexus between the regulation and a legit-
imate governmental purpose. Unprotected areas of speech include defamation,
fraudulent commercial speech, obscenity, and incitement to criminality. Tech-
nically, another unprotected category called “fighting words” exists but is con-
sidered by many to be dormant because the Court has refused to invoke the cate-
gory in upholding a speech restriction in five decades.

FIGHTING WORDS AND OFFENSIVE SPEECH

Controversial content that causes anger, disgust, or offense in many viewers
has a home on the Internet. A line of Supreme Court decisions has set forth stan-
dards relating to the government’s ability to regulate controversial content. In
1942, the Supreme Court created the unprotected category of fighting words and
defined them as those words that by their very utterance would arouse a violent
response in a listener (Chaplinsky v. State of New Hampshire, 1942). Presum-
ably, then, very offensive speech could often be banned as fighting words.
Although the Supreme Court has never officially abandoned this category, its
recent opinions cast significant doubt on the category’s continued vitality. First,
the Supreme Court has failed to identify any fighting words fit for governmental
proscription for five decades. Second, the Court has consistently held that the
mere offensiveness of speech is not a basis for restricting it, a doctrine that
appears to undercut the purpose of the fighting words exception in the first place.

When the first fighting words decision in Chaplinsky v. State of New Hamp-
shire (1942) was handed down, the Court appeared to accept the notion that
merely offensive speech might be punishable without contravening the First
Amendment. Similarly, in Beauharnais v. Illinois (1952), the Supreme Court
affirmed Illinois’s “group-libel” statute. In 1917, in the aftermath of violent race
rioting, Illinois (and later other states) passed a group-libel statute that punished
those who made bigoted, “defamatory” statements against racial, religious, or
ethnic groups. Although never technically overturned, subsequent Supreme
Court decisions have clearly rejected all the foundational arguments on which
the Beauharnais decision relied, and the case is no longer regarded as sound law.
Illinois’s group-libel law was repealed in 1961 (Walker, 1994).

In the decades that followed, the Court shifted toward far greater protection
of offensive racist or political speech. In a Vietnam War–era case, Cohen v. Cali-
fornia (1971), Paul Cohen challenged his conviction under a breach of the peace
statute that criminalized “offensive conduct.” Cohen was arrested for wearing a
jacket reading “Fuck the Draft” as he walked the corridors of the Los Angeles
Municipal Court. The Cohen case is considered a landmark not only because it
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squarely addressed the issue of offensive speech but also for its cogent analysis
of a number of other significant free expression issues.

Justice John Harlan, writing for the majority, rejected a variety of assertions
before addressing the issue of criminalizing offensiveness. He rejected the
assertion that the wording fell under the unprotected category of “obscenity”
because it was not of a sexual nature. Obscenity is one of several areas of unpro-
tected speech that the government has almost unbridled authority to punish.
Next, Justice Harlan rejected the contention that Cohen was punished for violat-
ing the decorum of a court building. The statute was a broadly applicable one
whose text did not take into account the location of the “crime.”

Harlan also rejected the notion that government had the authority to protect
“unwilling or unsuspecting” people from receiving distasteful messages while
in public places. This notion of course reflects the longstanding view that speech
is most protected from restrictions based on content when it is made in public
forums. Those in public places, Harlan maintained, do not have the same privacy
expectation to be free from the intrusion of unwanted views and ideas that exists
for those in their homes. “We are often captives outside the sanctuary of the
home and subject to objectionable speech,” the Court held in a case from the pre-
vious year (Rowan v. U.S. Post Office Depart., 1970, p. 738). Seizing on that
notion, Justice Harlan maintained that those in public places “could effectively
avoid further bombardment of their sensibilities simply by averting their eyes”
(p. 22).

Justice Harlan was particularly forceful in dismissing California’s most
broad grab at power: the ability to punish speech on the basis of offensiveness, a
notion Harlan labeled “inherently boundless”:

How is one to distinguish this from any other offensive word? Surely the State has
no right to cleanse public debate to the point where it is grammatically palatable to
the most squeamish among us. For, while the particular four-letter word being liti-
gated here is perhaps more distasteful than most others of its genre, it is neverthe-
less often true that one man’s vulgarity is another’s lyric. Indeed, we think it is
largely because governmental officials cannot make principled distinctions in this
area that the Constitution leaves matters of taste and style so largely to the individ-
ual. (Cohen v. California, 1971, p. 25)

In Texas v. Johnson (1989), the Supreme Court held that the Constitution pro-
tects even the most unpopular and offensive type of speech in a case involving
flag burning. While protesting outside city hall near the site of the 1984 Republi-
can National Convention in Dallas, Gregory Johnson set fire to an American
flag.

After the incident, Johnson was charged and convicted under a Texas law that
criminalizes the desecration of “venerated objects” such as monuments, houses
of worship, and cemeteries. Also included as a protected object is “a state or
national flag.” Johnson was the only person at the event who was charged, and he
faced only the single “desecration” charge. The statute states that the

Levin / CYBERHATE 975

 © 2002 SAGE Publications. All rights reserved. Not for commercial use or unauthorized distribution.
 at SAGE Publications on September 18, 2007 http://abs.sagepub.comDownloaded from 

http://abs.sagepub.com


desecration of a covered object means to “deface, damage, or otherwise physi-
cally mistreat [it] in a way that the actor knows will seriously offend one or more
persons likely to observe or discover his action.” At trial, various observers of
the flag immolation stated that they had indeed been “seriously offended” by it
(Texas v. Johnson, 1989, p. 399). Johnson was sentenced to 1 year in prison and
assessed a $2,000 fine (Texas v. Johnson, 1989, p. 400).

On appeal from the Texas state courts, the Supreme Court held that the law
was unconstitutionally used against the flag burner. Technically, the appeal to
the Supreme Court addressed only the narrow issue of the statute’s application to
Johnson. However, the reasoning of the opinion made it a virtual certainty that
the Court would have thrown out the law if it had been asked to do so.

The Court noted that offensiveness was protected speech, unlike the unpro-
tected categories of incitement to criminality or fighting words. The Court stated
that government may not “ban the expression of certain disagreeable ideas on
the unsupported presumption that their very disagreeableness will provoke vio-
lence” (Texas v. Johnson, 1989, p. 409). After rejecting Texas’s contention that
offensive flag burnings were equivalent to breaches of the peace, the Court
addressed the state’s second contention. Texas authorities also maintained that
the state had an interest “in preserving the flag as a symbol of nationhood and
national unity” (Texas v. Johnson, 1989, p. 410). The majority held that Texas’s
interest in that regard directly and impermissibly implicated the idea being
expressed. The punishment unconstitutionally was linked to the unpatriotic idea
associated with the flag’s offensive destruction. Patriotic burnings of worn flags
that conveyed respect for the national symbol would not be punished. Thus, the
same act was being treated differently on the basis of the particular idea
promoted.

Because the state’s action was based on the content of the idea expressed, the
Court applied strict scrutiny analysis. Under strict scrutiny, a state must establish
that its actions furthered a compelling state interest in the least restrictive way
possible. The Court found, as it usually does when applying strict scrutiny anal-
ysis, that Texas failed to meet its burden.

Justice William Brennan, speaking for the five-person majority, stated, “If
there is a bedrock principle underlying the First Amendment, it is that the gov-
ernment may not prohibit the expression of an idea simply because society finds
the idea itself offensive or disagreeable” (Texas v. Johnson, 1989, p. 414). He
continued, “To conclude that government may permit designated symbols to be
used to communicate a limited set of messages would be to enter territory having
no discernible or defensible boundaries” (Texas v. Johnson, 1989, p. 414).

In a separate concurrence, Justice Anthony Kennedy described the majority
decision as “painful to announce.” Perhaps recognizing the firestorm of popular
criticism to come, Justice Kennedy attempted to explain the decision more in
philosophical terms than technical legal ones:
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Though symbols often are what we ourselves make of them, the flag is constant in
expressing beliefs Americans share, beliefs in law and peace and that freedom
which sustains the human spirit. The case here today forces recognition of the
costs to which those beliefs commit us. It is poignant, but fundamental that the flag
protects those who hold it in contempt. (p. 421)

In light of Cohen v. California (1971), Texas v. Johnson (1989), and other
cases, some observers have concluded that the unprotected speech category of
fighting words no longer exists. Technically, it does exist, because the category
has never been officially and explicitly overruled by any Supreme Court deci-
sion. Realistically, however, case law subsequent to Chaplinsky v. New Hamp-
shire (1942) indicates that the conceptual support for the fighting words cate-
gory has been undermined to the point at which current controlling case law is in
direct conflict. That is probably why the Supreme Court has failed to identify
and punish a fighting words utterance in half a century.

The Texas v. Johnson (1989) case was a landmark for many reasons, espe-
cially so for those analyzing speech on the Internet. It stands for the proposition
that governmental laws cannot single out the nonviolent expression of even the
most offensive and disquieting ideas. Furthermore, the United States will not
extradite individuals whose offensive expression violates the laws of another
nation when that expression is legal in America.

INTERNET COMPANIES AND THE DISPLAY
OF OBJECTIONABLE CONTENT

Many major Internet service providers (ISPs), such as America Online, as
private companies can and often do set contractual requirements relating to the
conduct and expression of their customers. These restrictions are found in the
“terms of service” (TOS) agreements to which customers consent as a condition
of access to providers’ systems. ISPs are free to include provisions that restrict
content for a variety of reasons, including the fact that the material is bigoted,
offends sensibilities, or is fraudulent. As long as they abide by their TOS agree-
ments, ISPs are free to delete content or cancel service if someone improperly
uses the service or posts objectionable content (Kessler & Rosenberg, 2000).

In the United States section 230 of the CDA protects ISPs from being sub-
jected to civil or criminal culpability for the improper online communications of
its clients. However, the American Internet company, Yahoo!, recently won a
cross border dispute involving French litigants. The litigants were French civil
rights who won a case in France to prevent the company’s French and American
sites from hosting online auctions of Nazi memorabilia. France’s Nazi Symbols
Act, La Nouveau Penal Code Art. R.645-2 prohibits the display of Nazi “uni-
forms, insignia or emblems.” In November 2001, a United States District Court
in San Jose, California, refused to honor France’s restrictive orders relating to
the conduct of Yahoo!’s American auction site. Because the United States’First
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Amendment protects controversial speech that is banned elsewhere, America
will continue to be a legal refuge for Internet speech that is illegal elsewhere in
the world. (Yahoo! v. La Ligue Contre Racism, 2001).

CRIMINAL INCITEMENT

Another unprotected area of speech that directly applies to Internet extrem-
ists, particularly those who promote violence, is that of criminal incitement. In
the case of Brandenburg v. Ohio (1969), the Supreme Court articulated what is
now the current test to determine the contours between lawful, protected advo-
cacy and unprotected, illegal incitement to criminality. Currently, for dangerous
advocacy to be classified as illegal incitement, two conditions must be met.
First, the speech must be directed toward inciting or producing imminent law-
less action. Second, the speech must be likely to incite or produce such action.

The case came about from an incident in the early 1960s. Klansman Clarence
Brandenburg invited a television news crew to film a Ku Klux Klan rally on a pri-
vate farm in Hamilton County, Ohio. The prosecution of Brandenburg was based
primarily on news footage taken at the private event, where only Klansmen and
the news crew were present. The news footage showed a dozen people with
hoods assembled around a large wooden cross, which was set ablaze. Some of
the Klansmen appeared to be armed, and the microphone picked up only “scat-
tered phrases” that derided African Americans and Jews. Elsewhere in the news
clip, Brandenburg addressed the assemblage unarmed but dressed in full Klan
regalia. In a bigoted speech at the rally, Brandenburg said in part,

The Klan has more members in the State of Ohio than does any other organization,
but if our President, our Congress, our Supreme Court, continues to suppress the
White, Caucasian race, it’s possible that there might have to be some revengeance
[sic] taken.

We are marching on Congress July the Fourth, four hundred thousand strong.
From there we are dividing into two groups, one group to march on St. Augustine,
Florida, the other group to march into Mississippi. Thank you. (Brandenburg v.
Ohio, 1969, p. 446)

Later, Brandenburg added the following opinion to a substantially similar
statement at the same event: “Personally, I believe the nigger should be returned
to Africa, the Jew returned to Israel” (Brandenburg v. Ohio, 1969, p. 446).

Brandenburg was convicted under Ohio’s Criminal Syndicalism Act, which
punished

advocat[ing] . . . the duty, necessity, or propriety of a crime, sabotage, violence, or
unlawful methods of terrorism as a means of accomplishing industrial or political
reform [and for] voluntarily assembl[ing] with any society, group, or assemblage
of persons formed to teach or advocate the doctrines of criminal syndicalism.
(§ 2923.13)
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Brandenburg was sentenced to 10 years in state prison and assessed a $1,000
fine for his conduct at the rally. The Supreme Court, in a unanimous opinion,
overturned the flawed statute on its own wording without ever actually applying
it to Brandenburg’s speech. The Brandenburg (1969) decision provides signifi-
cant protection to online extremists as long as their violent advocacy is abstract
in nature.

TRADITIONAL CRIMES

As new communication technologies such as the Internet arise, they give
malefactors new ways to manifest traditional forms of criminal behavior. Some
communications have been by tradition considered so dangerous that the law
views them solely as criminal conduct rather than expressive speech related to
the First Amendment, and this applies equally to the Internet. The most promi-
nent examples of this are threats, conspiracies, criminal solicitation, and certain
types of fraud. In law, a threat is defined as a statement communicating an intent
to injure another or damage the property of another. The Supreme Court
addressed the issue of criminalizing threats in Watts v. United States (1969). The
Watts case involved an 18-year-old African American Vietnam War protester
who was convicted under a law making it a crime to threaten the life of the presi-
dent. At an antiwar rally in August 1966, Watts stated,

And now I have already received my draft classification as 1-A and I have got to
report for my physical this Monday coming. I am not going. If they ever make me
carry a rifle the first man I want to get in my rifle sights is L.B.J. [President Lyndon
Johnson]. They are not going to make me kill my black brothers. (Watts v. United
States, 1969, p. 706)

Unbeknownst to Watts, an investigator with the Army Counter Intelligence
Corps secretly noted what he was saying.

The law under which Watts was convicted made it a federal crime to “know-
ingly and willfully [make] any threat to take the life of or inflict bodily harm
upon the President of the United States” (Watts v. United States, 1969, p. 708).

The Supreme Court threw out Watts’s conviction but upheld the law. Watts’s
statement was deemed by the Court to be a “crude offensive” political statement
of constitutionally protected speech rather than a genuine threat. The Court
stated that although the law itself was constitutional, its application to Watts’s
political expression was not. The government has an overwhelming interest in
both protecting the president’s life and allowing him to perform his duties with-
out the obstruction that results from violent threats, the Court found. In contrast,
the Court also found, “[There is] a profound national commitment to the princi-
ple that debate on public issue should be uninhibited, robust, and wide open, and
that it may well include vehement, caustic, and sometimes unpleasantly sharp
attacks on government and public officials” (Watts v. United States, 1969, p. 708).
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Threats are not the only kinds of statements that are criminal by their very
nature. Conspiracies and criminal solicitation have traditionally been regarded
as crimes. A conspiracy is an agreement by two or more people to commit a
crime or to solicit or aid others in the commission of a crime (American Law
Institute, 1985). Some conspiracy statutes also require an overt step in further-
ance of the planned offense by one of the parties, although that step could be a
very small one, such as obtaining a tool or drawing a sketch. Conspiracy prose-
cutions do not require that the target crime ever be carried out. In contrast to
incitement prosecutions, then, there is no requirement of imminence at all for a
conviction to take place. Conspiracy is a separate offense from the crime actu-
ally planned by the instigators. Criminal solicitation punishes those who ask,
direct, or encourage another to commit a crime (American Law Institute, 1985).

Fraud (i.e., depriving someone of money or property by misrepresentation or
deception) and other economic crimes can result in both civil and criminal liabil-
ity (Black, 1979, p. 337). It is a federal crime to commit fraud by telephone lines
or mail. White supremacist and Middle Eastern extremists movements have tra-
ditionally encouraged economic crimes ranging from bank robberies to finan-
cial frauds. Over the past quarter century, right-wing extremists such as The
Order and the Montana Freemen have counterfeited financial instruments as a
method of funding their activities. The ADL’s Mark Pitcavage (personal com-
munication, September 6, 2001) has found that various recent frauds involving
right-wing extremists have had a direct connection to the Internet. Dr. Pitcavage
observed that some of the most common types of these frauds involve “sham
trusts, tax protest schemes, and pyramid investment schemes.” He further
observed that other schemes are directed against the government, such as those
dealing with money laundering and tax evasion. All these various criminal pro-
visions are considered crimes no matter in what mode of communication they
manifest, whether online, in person, by telephone, or by letter.

In December 2001 President George W. Bush announced that on of the larg-
est charitable organizations in the United States that provide aid to Palestinians
was under investigation for funding the terrorist group Hamas. The Texas head-
quarters of the Holy Land Foundation was raided by federal agents and its assets
were frozen. The organization, a tax-exempt charity, markets itself, online
(www.hlf.org, 2001; President Announces Progress, 2001). Infocom, a com-
puter and web support company that provides services to various Arab busi-
nesses and charities, had its offices in Texas raided and its assests frozen by fed-
eral agents in September 2001 after authorities alleged that a Hamas militant
was an investor. Infocom is the web service company for the Holy Land founda-
tion (Cohen, 2001a).

Although traditional laws can sometimes be used to prosecute computer
crime, the federal government and all 50 states now have additional criminal leg-
islation specifically addressing computer crime (Pennsylvania Crimes Code; 18
U.S.C. § 1029; 18 U.S.C. § 1030). Current cybercrime laws punish those who
commit fraud by computer as well as those who use or damage data or hardware
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without authorization (Schmalleger, 1999). The FBI reports that computer net-
work intrusions doubled from 1997 throught 1999. The agency also reports a
rise in the dissemination of computer viruses and the use of “hacktivism”–politi-
cally motivated attacks on publicly accessible computer systems operated by
government and businesses (FBI, 1999). These new computer laws address such
things as unauthorized computer tampering, fraud, trespass, and theft of ser-
vices, but they do not create a distinct charge for cyberthreats.

CYBERTHREATS

Much of the media attention on the Internet and extremism has focused on
offensive Web sites. However, the medium has recently emerged as a vehicle for
bigots to transmit threats. The ease with which large numbers of victims can be
threatened by mass e-mailings and the potential reach of Web site–posted
threats warrant an examination of existing law. The character of certain Web site
threats can be more complex than a solitary threat delivered in person or by
letter. These threats can be and often are designed to deliver not only a threat
to an intended target but also a de facto solicitation to action to numerous other
violence-prone extremists. It is this de facto solicitation component and the use
of a wide-ranging instrument that weigh in favor of new legislation specifically
addressing Web site threats.

Enhancing punishment for a crime because the offender uses a particular
instrument or new technology is nothing new in criminal law. Existing law
enhances punishment when a crime involves an aircraft, automatic weapons, or
the use of a telecommunications system. Arguably, threats and other online
crimes undertaken by White supremacists and others are substantively different
because of the ubiquitous nature of the Web. A threat divulging private informa-
tion broadcast over the Internet, for example, not only can intimidate its target
but can also be a criminal solicitation to others unknown, complete with valu-
able information that aids in the proposed crime’s commission.

Currently, though, federal prosecutors have tried online bigoted criminals
under existing law. On September 26, 1996, Richard Machado, using a university
computer, sent a racist, epithet-filled threat to about 60 mostly Asian students at
the University of California, Irvine (UCI). Machado, who had flunked out of
UCI, warned, “I personally will make it my life career to find and kill everyone
of you personally. OK?????? That’s how determined I am. Get the fuck out,
Mother Fucker (Asian Hater)” (United States v. Machado, 1998, Government’s
Exhibit, p. 1).

In February 1998, Machado became the first individual to be convicted in the
United States of a so-called hate crime over the Internet. After a jury deadlock in
his first trial, a subsequent jury convicted Machado of violating 18 U.S.C. § 245
(1968) for interfering with the students’ right to attend a public college.
Machado was sentenced to 1 year in prison (United States v. Machado, 1998).
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Less than a month later, in March 1998, 67 Latino students and employees of
California State University, Los Angeles; the Massachusetts Institute of Tech-
nology; and other institutions received a threatening e-mail that read in part, “I
hate your race. I want you all to die. will [sic] do kill all your people for me,
wetback . . . . I’m going to come down and kill your wetback, affirmative action
ass . . . . I hate wetbacks!!! Kill all wetbacks!!!” (United States v. Machado,
1998, Government’s Exhibit).

In June 1999, Kingman Quon, an Asian American college student in Califor-
nia, received a 2-year sentence under 18 U.S.C. § 245 (1968) for sending those
threatening e-mails. His probation bars him from using a computer or going
online for a year once he is released from prison (United States v. Quon, 1999).

Online haters face prosecution for violating not only traditional civil rights
statutes but also other statutes dealing with telecommunications. Under the Com-
munications Decency Act (1996), those who seek to threaten, annoy, or harass
others through the use of a telecommunications device by making lewd, inde-
cent, or anonymous contact face up to 2 years in prison. In addition 18 U.S.C. §
875 (1934) provides for up to 2 years of incarceration for threats communicated
through interstate commerce, which can include phone or computer lines.

In October 1998, a neo-Nazi hate site, Alpha HQ, run by longtime Philadel-
phia racist Ryan Wilson, became the first hate site to be removed from the World
Wide Web by court order after the Pennsylvania deputy attorney general, Trent
Hargrove, obtained a civil injunction. The attorney general’s office contended
that the site was in violation of state laws that generally prohibit harassment, ter-
rorist threats, and ethnic intimidation. Wilson failed to appear in his own defense.

The site published threats against two Pennsylvania civil rights workers. One
was Bonnie Jouhari, a fair housing and hate crime official from Berks County.
The site showed one photograph of Jouhari and another of her office exploding
into flames. The site labeled her a “race traitor,” a term commonly used by White
supremacists to label an individual as a target of violence. The site, in referring
to Jouhari, also stated, “[She] has received warnings in the mail that she is a race
traitor . . . . Traitors like this should beware, for in our day, they will be hung from
the neck from the nearest tree or lamp post” (Commonwealth v. Wilson et al.,
1998, Attorney General’s Exhibit II). It also stated that Jouhari’s fair housing
work was injurious to society. After he was interviewed by the Federal Bureau of
Investigation, Wilson put up a disclaimer relating to violent acts, which a judge
later held to be ineffective (Commonwealth v. Wilson et al., 1998).

In July 2000, Department of Housing and Urban Development officials suc-
cessfully sued Wilson for using his Web site and other media to violate the Fair
Housing Act. The charge stated that he violated the act by threatening Jouhari
and her daughter to prevent Jouhari from enforcing the act and living in her
home. Jouhari’s job obligated her to assist victims of housing discrimination in
filing discrimination complaints pursuant to the act. Wilson, who did not contest
the suit, was held liable for over $1 million by an administrative law judge
(Lichtblau, 2000).

982 AMERICAN BEHAVIORAL SCIENTIST

 © 2002 SAGE Publications. All rights reserved. Not for commercial use or unauthorized distribution.
 at SAGE Publications on September 18, 2007 http://abs.sagepub.comDownloaded from 

http://abs.sagepub.com


In Planned Parenthood v. American Coalition of Life Activists (2001), a jury
found a consortium of radical antiabortion organizations liable for $107 million
in a case arising out of “wanted poster”–type literature that was distributed both
online and offline. The online literature included detailed personal information
about abortion doctors along with a list of doctors that specifically referenced
those who had been assaulted or murdered, indicating them with lines through
their names or by changing the color of the type. Although the site did not explic-
itly direct readers to kill the doctors listed, it labeled them murderers who
needed to be brought to justice. After an injunction was issued, the Web site was
taken offline, but it was sporadically available. On March 28, 2001, the U.S.
Court of Appeals for the Ninth Circuit reversed the jury verdict and dissolved the
lower court’s injunction. The decision reaffirmed protection to leaderless resis-
tance–type Web activity. Judge Alex Kozinski declared, “Political speech may
not be punished just because it makes it more likely that someone will be harmed
at some unknown time in the future by an unrelated third party” (Planned Par-
enthood v. American Coalition of Life Activists, 2001, p. 1015). On October 3,
2001, the full Ninth Circuit Court of Appeals vacated the March decision of its
own three judge panel and scheduled the case for a brand new hearing. This
action had the effect of nullifying the legal status of the Court’s March 2001 rul-
ing (Planned Parenthood v. American Coalition of Life Activists, 2001).

AIDING AND ABETTING

Generally the publication of potentially dangerous information to a broad
audience, like that found on the Internet, is protected by the First Amendment,
even if it is foreseeable that someone down the line might use that knowledge for
illegal ends. However, if the distribution of information is targeted to specific
wrongdoers or is designed to facilitate or assist a terrorist act or crime, the
sender can face criminal and civil liability under a theory of aiding and abetting.
Usually, this involves a sender who either knows the recipient or who desires to
aid in the commission of a particular crime. In certain circumstances, however,
courts have held that aiding and abetting liability can extend to situations where
criminal instructions are broadly disseminated to people such as large groups of
would-be tax evaders and drug customers (United States v. Barnett, 1982; United
States v. Buttorff, 1978). In a civil case involving Palladin Press’s “Hitman” mur-
der-instruction manual, a federal appeals court held that a civil jury could find
aiding and abetting liability in a case where a publisher specifically markets
mail-order homicide instructions to a narrow audience consisting substantially
of would be assassins. The court maintained this position despite the fact that the
publisher did not have personal knowledge of purchasers or of their possible
criminal plans. (Rice v. Paladin Enterprises, Inc., 1997). These rulings could be
applicable to instances where the Internet is used as an instrument to aid and abet
terrorist acts.
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NEW TERRORISM LEGISLATION AND THE INTERNET

In the aftermath of the September 2001 terror attacks, President Bush signed
the Patriot Act of 2001. The lengthy legislative package has various provisions
that specifically address computers and the Internet. The act allows the issuance
of nationwide wire and search warrants by one federal judge. In addition, the
statute enhances the ability of authorities to monitor the flow of Internet and
e-mail traffic by terrorist suspects. The law also requires ISPs to deliver informa-
tion to authorities relating to Internet communications when there is a reason-
able belief that there is an imminent risk of violence. The statute further allows
interception of communications in which authorities have a reasonable belief
that they are relevant to an investigation and being used by a computer tres-
passer. The Act permits the deportation of foreigners who commit criminal
incitement, who materially support designated terrorists groups, or who further
terrorist acts. Last, the Patriot Act overlays enhancements on to an earlier stat-
ute, the Computer Fraud and Abuse Act (CFAA 18 USC § 1030). The CFAA
establishes penalties for those who use the Internet to deface Web sites, or those
who damage or interfere with computer networks without authorization. In
addition to the Patriot Act the federal government may intercept criminal wire
and electronic transmissions, including Internet communications, under Title III
of the Omnibus Crime Control and Safe Streets Act of 1968 and its amendments,
and sections of the Electronic Communications Privacy Act of 1986 and its
amendments.

The Patriot Act also allows the use of an FBI Internet surveillance filter
known as “Carnivore” in situations where the sought after electronic evidence is
relevant to the pursuit of an existing criminal investigation. According to FBI
Assistant Director Donald Kerr: “It works by ‘sniffing’ the proper portions of
network packets and copying and storing only those packets which match a
finely defined filter set programmed in conformity with the court order. This fil-
ter set can be extremely complex, and this provides the FBI with an ability to col-
lect transmissions which comply with pen register court orders, trap & trace
court orders, Title III interception orders, etc.” (Kerr, 2000).

Federal authorities have other electronic surveillance tools at their disposal
as well. In November 2001 it was revealed that the FBI has developed an eaves-
dropping software called Magic Lantern which is delivered to a suspect’s com-
puter via email. The software records every keystroke made by a suspect for use
by authorities. It is particularly useful for finding passwords and keys to
encrypted messages send by suspects. There is debate as to whether a standard
search warrant would legally suffice for its application, or whether more restric-
tive wiretap rules apply instead (Bridis, 2001).

Lastly, the National Security Agency in conjunction with the governments of
Australia, New Zealand, the United Kingdom and Canada allegedly operates a
transnational electronic surveillance operation called Echelon which is capable
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of intercepting land and cellular phone communications, e-mails, fax transmis-
sions, web browsing  browsing history, and satellite signals (BBC, 2001).

CONCLUSION

The Internet has become the latest technology to be exploited by extremists
and hatemongers. After a series of disastrous criminal and civil judgments over
the past two decades, modern American hatemongers have refined both their
message and their tactics. For a variety of reasons, including legal developments
and technological advances in communications, many contemporary hate lead-
ers are more willing to merely inspire violence than their predecessors were. In
the past, groups like the Klan believed they shared the goals, if not the tactics, of
their overall community. Today, an array of ideological and religious extremists
see their role changed from enforcers of a majoritarian status quo to warriors in a
guerrilla insurgency called “leaderless resistance.”

Technological innovations such as the Internet have allowed extremists to
inexpensively spread their rhetoric and strategies to a wider audience of poten-
tial would be terrorists without the necessity—and legal risks—of maintaining a
more direct relationship with them. Violence or property destruction directed by
hate groups and other terrorists is no longer insulated from punishment by a lais-
sez faire legal system. The Supreme Court and lower tribunals have sculpted an
important niche to protect the rights of bigots and other extremists who vigor-
ously promote hateful and distasteful views, in cyberspace and other public fora.
Contractual terms set forth by service providers can, however, restrict expres-
sion by customers. Because American law is more protective of speech than
laws elsewhere, there will be continued litigation to determine which nation has
jurisdiction over cyberspeech that breaks the laws.

Although American law protects offensive content on the Internet, cyberspace
by itself may be no more effective to extremism’s long-term existence than the
film Birth of a Nation was to the Klan. More secretive foreign groups like Al
Qaeda, hampered by a lack of Internet access to much of their impoverished
potential audience, relied on the Internet as a tactical tool, bypassing its market-
ing efficiencies. The most successful domestic purveyors of hate, however, are
people like William Pierce, who uses the Internet as a gateway marketing tool to
expose his audience to a variety of messages from other media including books,
periodicals, radio shows, and hate-rock compact discs.

As analyst Mark Potok observed,

Although the Internet is important in bringing extremist messages to the general
population, it is only a start in the recruitment process. No one becomes a Nazi
simply by going up on a Web page. Ultimately, it is through white power music
concerts, speeches by charismatic leaders and face-to-face interactions that the
movement really brings in new participants. (personal communication, Septem-
ber 6, 2001)
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Nonetheless, the FBI has observed that a new 21st Century terrorist threat has
emerged from the use of computers and the Internet: “Terrorists are known to
use information technology and the Internet to formulate plans, raise funds,
spread propaganda, recruit new members, and communicate securely. However,
there have also been cases of terrorists using cyber-based attacks.....The threat of
cyberterrorism will grow in the new Millennium, as the leadership positions in
extremist organizations are increasingly filled with younger, ‘Internet-savvy’
individuals.” (FBI, 1999).
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