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The issue for the intelligence community is how certain demographic trends will 
affect the stability and behavior of various states or regions. There are two major con-
cerns, both of which focus on divergences from the normal distribution of age groups 
within a population. Simply put, there should be fewer old people and more young 
people because of birth rates, death rates, and life expectancy. The numbers should 
be in some rough proportion, often ideally portrayed as a pyramid, with the younger 
groups at the bottom and the older at the top. A key part of the pyramid is the middle 
band, those people who can work to support the young and the old.

However, there are a number of nations where the ratios are skewed. In Africa, 
South Asia, and the Middle East there is a “youth bulge,” that is, a disproportionately 
young population, leading to fewer opportunities for employment, let alone advance-
ment. Some, but not all, analysts believe that youth bulges lead to instability because 
of a view, especially among males, that they have no opportunities, making them more 
susceptible to involvement with narcotics or to disaffected behaviors like terrorism.

In several developed nations, there is the opposite problem, a rapidly aging popu-
lation in which there are low death rates but also low birth rates. This creates a dif-
ferent economic problem, as the working population needed to support the elderly 
shrinks while the elderly grow. This is of particular concern in Japan. Japan’s popula-
tion is expected to decline from 127 million in 2010 to 90 million in 2055, some 41 
percent of whom will be over sixty-five. Russia will experience a similar decline, with 
roughly similar numbers. Russia’s population is shrinking by about 750,000 people 
annually as deaths exceed births. Alarmingly, for Russian leaders, the Muslim part of 
the Russian population has very high birth rates. Italy and Germany are also experi-
encing population declines, albeit less severe, which is why some people in Europe 
saw the refugee flow from the Middle East as a positive thing. Finally, by 2040, China 
will begin to feel the effects of the one-child-per-family policy, instituted in 1979 and 
abandoned in 2015, as its population also shows signs of decline and aging with too few 
workers to support them. Despite the end of the one-child policy, there are early indi-
cations that many couples will continue to adhere to it because of the economic costs 
of raising more children. China also faces a severe male-female imbalance in many 
regions, as males are most often the preferred offspring for Chinese couples if they are 
limited to only one child. This sex imbalance may have destabilizing political results.

Interestingly, demographers argue that programs urging couples to have more 
children, as seen in China, or incentivizing them via economic benefits, as seen in 
Russia, tend not to have much effect on the birth rate, while greater gender equality 
does appear to improve the number of births.

Other than through pandemic or war, the world has never experienced this sort 
of demographic shift. Although there is little need for sensitive intelligence collection 
on this issue, there is a need to begin to explore the possible political and economic 
ramifications.

HEALTH AND THE ENVIRONMENT

Health and environmental issues are relatively new to the intelligence agenda. They 
have sometimes been treated as one issue but are now more often treated separately. 
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The health issue gained increasing prominence because of the AIDS (acquired 
immune deficiency syndrome) pandemic and smaller outbreaks of deadly diseases, 
such as the Ebola virus and SARS (severe acute respiratory syndrome) in East Asia 
and the Zika virus in the Western hemisphere. The intelligence task with respect to 
health is largely one of tracking patterns of infection, but a large gap exists between 
intelligence and policy. Take AIDS as an example. The causes, means of infection, and 
results of AIDS are well known. Although the disease strikes people worldwide, some 
areas, notably eastern and central Africa, have extremely high concentrations of AIDS 
cases. The intelligence community’s ability to track rates of infection and mortality 
has little effect on any useful international policy. Many of the African governments 
that face the highest rates of AIDS infection have chosen, for a variety of reasons, to 
ignore or even to deny their health crisis. The same had been true of the government 
of China, although it now admits the seriousness of the AIDS problem. In the case of 
Africa, local culture is a major factor in the spread of AIDS: toleration of polygamous 
relationships and low literacy rates, thus making even minimal efforts at education 
about prevention more difficult, and minimal use of prophylactics. Nor is it clear what 
these nations or the international community should be doing in the absence of any 
cure for the disease. Outsiders’ attempts to change the cultural factors that facilitate 
the spread of AIDS not only would be difficult to make but also would probably be 
resisted as interference.

A major issue surrounding health-related crises is tracking official foreign gov-
ernment statements against other intelligence to determine both the extent of the 
health problem and the openness of the government involved. This has been a point 
of contention with China over SARS. For the United States, two issues are involved. 
One is the duty to warn, as in terrorism, that is, to alert U.S. citizens and others about 
potential health risks overseas. The other is an insight into the behavior of another 
government. Tracking an issue of this sort is a combination of clandestine intelligence 
(such as SIGINT between foreign officials) and open sources (such as reports by trav-
elers, hospital admissions, larger than normal requests for drugs, and so on).

Again, there is a nexus to terrorism. Outbreaks of certain diseases (such as anthrax, 
smallpox) must be studied to determine if they are natural occurrences or terrorist 
attacks. Even if it can be proved that an attack is bioterror, determining the point of 
origin can prove to be extremely difficult, as was the case with the anthrax mail attacks 
in the United States in 2001. In such instances, there will also be tremendous political 
pressure (governmental and public) to provide an answer as quickly as possible.

Health issue concerns now encompass aspects of advanced biological research 
such as the genome project and gene splicing and editing, which could lead to new 
organisms that might prove to be dangerous to human health, either inherently or 
if misused.

The environment issue is also somewhat amorphous. The basic goal—preserving 
a healthier global ecology—stumbles when it comes down to practicalities. As has been 
the case with international efforts to deal with AIDS, the nations at the center of the 
issue have different interests and preferences. The international community may believe 
that it has a vested interest in the preservation of some local ecological habitat, such as 
a rain forest. However, the nation whose land it is may be more interested in its own 
economic development than in the stewardship of a world ecological resource.
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The basic intelligence tasks are identifying major threats to the environment, 
identifying states whose policies may be harmful to the environment, and tracking 
major changes in the environment. Again, a gap separates intelligence from what 
policy makers are supposed to do with it. Substantial intelligence community involve-
ment in environmental policy dates back only to the late stages of the cold war. A 
longer-range intelligence concern that has begun to receive more attention is the 
possible economic and political consequences of global climate change, including 
droughts, flooding, more violent weather, resulting shifts of population, and the 
potential for either political or military intervention.

Unfortunately, climate change has become a political issue in the United States. 
In September 2016, President Obama issued a memorandum ordering most of the 
departments and several other agencies to form a Climate and National Security 
Working Group to address the national security implications of climate change. The 
intelligence community released a study, Implications for U.S. National Security of Antici-
pated Climate Change, at the same time. Observers noted that President Trump’s 2017 
national security strategy did not list climate change as a national security threat. 
However, DNI Coats, in his 2018 and 2019 Worldwide Threat Assessments, highlighted 
the security implications of climate change, again taking a position at variance with the 
Trump administration. In November 2018, the U.S. government released its fourth 
National Climate Assessment, highlighting a series of environmental and economic 
risks if climate change issues are not addressed.

If nations enter into treaties to limit certain emissions, such as greenhouse 
gases, then the intelligence community may be asked to assist in monitoring compli-
ance with these treaties. This will be more complex and likely more ambiguous than 
monitoring compliance with arms control treaties.

Much of the intelligence about health and environmental issues can be carried 
out by means of open sources. Commercial infrared satellites can track environmental 
changes. The spread of disease also can be tracked overtly. Intelligence on these issues 
has tended to suffer from the inattention of policy makers and from the fact that 
overt means of collecting intelligence have been less fully developed than the clan-
destine means. The fact that much intelligence for health and environmental issues 
can be drawn from OSINT tends also to make these less compelling issues for intel-
ligence officers, who revert to their professional ethos that their job is to steal secrets. 
There is debate about the degree to which the intelligence community should devote 
resources to the climate issue. In 2011, the Defense Science Board—an expert advi-
sory group—recommended that the DNI establish a group to study the economic 
and political effects of climate change. But a year later, the CIA closed its Center on 
Climate Change and National Security, which had been created in 2009. The CIA 
also had a program called MEDEA (Measurements of Earth Data for Environmental 
Analysis), which allowed the sharing of sensitive environmental data with scientists. 
MEDEA began in the 1990s but was curtailed early in the George W. Bush admin-
istration (2001–2009). DCIA Leon Panetta (2009–2011) revived MEDEA in 2010, 
but it was closed again in 2015 as a result of opposition in Congress, where some 
members do not see environmental issues as an area on which the intelligence com-
munity should be focusing. At the same time, the Defense Department issued a 2014 
Climate Change Adaptation Roadmap, to begin planning for operations in a changing 
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environment. During the Ebola epidemic in West Africa, the National Geospatial-
Intelligence Agency (NGA) created a publicly accessible website showing where the 
outbreaks were, transportation networks, and so on, to help governments and nongov-
ernmental organizations put their efforts where they were most needed.

Access to water is an important issue in its own right and in relationship to global 
climate change. The issue is driven, in part, by the growth in global population, which 
puts increasing demands on all water sources, both surface and aquifers. Building 
dams, to control flooding and to create reservoirs, has political and environmental 
consequences. For example, China’s population and its continued economic growth 
is outpacing available water resources; and water, unlike oil or minerals, cannot be 
shipped in sufficient quantities to make any appreciable difference. The growing need 
for water worldwide has serious policy implications and is an area in which more 
intelligence analysis may be required over the next few years. In February 2012, the 
intelligence community released an assessment on global water security, drafted at 
the request of then–secretary of state Hillary Clinton. Looking out ten years, the 
assessment concluded that water problems would “contribute to instability in states 
important to the U.S.” but that “a water-related state-on-state conflict is unlikely.”

In a related area, in September 2015, the intelligence community released 
an assessment on global food security, an issue mentioned in DNI Clapper’s 2015 
Worldwide Threat Assessment. Concerns were raised about the adequacy of future food 
supplies in regions deemed to be important to U.S. national security, including the 
Middle East, South Asia, and Latin America.

PEACEKEEPING OPERATIONS

Since the end of the cold war, international peacekeeping operations have expanded 
dramatically. Regional outbursts of violence, most of them within the borders of 
one country (or former country), have required the imposition of external troops to 
restore and then maintain peace. Peacekeeping operations are a direct reflection of 
the failed-states issue discussed in chapter 11. The external troops have customarily 
been formed into multinational units. Although many of these nations have expe-
rience in allied operations—at least training operations—the participants tend to 
cross the boundaries of old alliances. UN-mandated forces in Bosnia, for example, 
included NATO allies (Britain, France, Italy, Spain, and the United States) and their 
former Warsaw Pact foes (Russia, Ukraine), along with other nations. A similar array 
has been formed in Afghanistan. Successful military operations require strong intel-
ligence support; multinational operations require intelligence sharing. But even in 
the aftermath of the cold war, some U.S. policy makers and intelligence officials have 
been reluctant to share intelligence with former foes, nonallies, and even some allies. 
Responsible civil and military officials may find themselves torn between the need to 
keep peacekeeping partners well informed to carry out successful operations and the 
recognition that sources and methods may be compromised even beyond the limited 
peacekeeping theater of operations.

The use of peacekeeping or other internationally sanctioned operations for unilat-
eral intelligence purposes became an issue in 1999. A former member of the UN Special 




